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Abstract 

This research explores the impact of the absence of comprehensive data privacy 

regulations in Jordan, particularly on banks when sharing customer data with third 

parties. While developed countries have stringent regulations like the GDPR and CCPA, 

Jordan lacks such a framework. Interviews with expertise reveal varying perceptions of 

existing regulations and their enforcement. The study urges Jordanian lawmakers to 

prioritize and establish robust data privacy laws, akin to the GDPR, prioritizing user 

rights. Banks are advised to enhance employee competence, adhere to regulatory 

standards, conduct due diligence, and ensure proper oversight of third-party data 

sharing. 
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I. Introduction 

Banks are not just repositories for financial assets but also custodians of vast customer 

data, spanning from basic personal details to intricate information like IP addresses and 

location data . A crucial ruling in Digital Rights Ireland established the importance of 

metadata in data privacy, categorizing it as personal data due to its potential to indirectly 

identify individuals . 

Sensitive data, including biometric and genetic information, as well as racial or ethnic 

origins, demands heightened protection due to the risks it poses to individuals' rights and 

freedoms . Banks also treasure financial and investment information, offering insights 

into income, wealth, and creditworthiness . In an era of digitalization and a globalized 

economy, digital financial services have seen a surge, accelerated by the COVID-19 

pandemic. 

However, this digital transformation brings privacy and security risks. Cyberattacks, data 

breaches, and identity theft loom large as potential threats . A supervision report by the 

European Central Bank highlighted cybercrime and IT deficiencies as top risks for the 

Eurozone banking system, especially with the increasing use of cloud services and 

digitalization . 

Countries are racing to establish data privacy policies and regulations, but their 

approaches differ. Some nations, like Switzerland, maintain strict banking confidentiality, 

while others, like Jordan, allow data sharing under specific legal conditions. Banks are 

also increasingly sharing data with third-party service providers , raising concerns about 

cybersecurity. 
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The "third-party problem"  arises from the varying cybersecurity measures of these 

providers. Recent data breaches, like the one involving Morgan Stanley, underscore the 

risks associated with third-party vendors. As the financial sector becomes a prime target 

for hackers, a significant gap exists between developing and developed countries 

regarding data protection laws. Developing nations often lag in both the adoption and 

enforcement of these regulations . 

This research focuses on this data privacy gap, with Jordan as a case study. Jordan, 

despite its progressive constitution and population of around 10,806 , lacks 

comprehensive data privacy regulation, relying on a patchwork of laws and regulations. 

Jordanian banks, supervised by the Central Bank of Jordan (CBJ), dominate the financial 

sector, with JD 54.7 billion in assets by the end of 2019 . 

The study aims to understand privacy concepts, examine data privacy regulations in the 

EU and the US, evaluate Jordan's regulatory landscape, and analyze the consequences of 

lacking comprehensive data privacy regulations for Jordanian banks sharing data with 

third parties. Interviews with financial representatives will contribute to these objectives. 

The central research question is: "What is the effect of the absence of comprehensive data 

privacy regulation on Jordanian banks sharing data with third parties?" This research aims 

to illuminate the challenges, identify potential solutions, and offer insights into this 

critical issue. 

In conclusion, the financial sector's digitalization raises data privacy and security 

concerns. While countries strive to enact regulations, discrepancies exist between nations. 

This research delves into the data privacy gap, using Jordan as a case study, to provide 

valuable insights into data privacy in the digital era. 

 

II. Methodology 

The research primarily employs a qualitative approach, given its theoretical nature, 

heavily relying on existing data privacy regulation literature. This method emphasizes in-

depth data collection and analysis to attain contextual understanding, following an 

inductive approach to generate theory from research and data analysis . 

Both primary and secondary research methods will be used. Secondary research, or desk 

research, draws from published sources like books, scholarly articles, reports, and 

handbooks, critically examined to support rational arguments . 

For primary data collection , semi-structured interviews with lawyers and data privacy 

professionals will be conducted . This approach, deemed effective in qualitative research, 

allows for prepared questions and identified themes to explore the under-researched topic. 

Open-format and semi-structured questions will reveal diverse perspectives. 

Keyword searches, including data privacy, data sharing, cloud computing, FinTechs, 

financial institutions, data privacy in Jordan, Central Bank of Jordan, and open banking, 

were conducted on platforms like Google Scholar, Westlaw, Lexis Library, HeinOnline 

Law Journal Library, BAILLI, Emerald, Jstor, and Research Gate to access relevant data 

and literature. 

 

III. Notion of Privacy 

Privacy, a concept whose definition has evolved throughout history , is deeply influenced 

by economic, political, cultural, religious, and societal factors . Germany, once notorious 

for abusing personal data during the Nazi era, now boasts some of the world's strongest 

privacy regulations . Individual attitudes towards privacy vary widely, often depending on 

the context. While people may willingly share medical data with trusted entities, they 
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may vehemently oppose such sharing if it jeopardizes their financial or employment 

prospects. 

Privacy is a debated concept 

The definition of privacy has been a subject of profound philosophical debate . Privacy 

scholar Daniel Solove suggests that it is a multifaceted and intricate concept that defies a 

single, concise definition. One of the earliest legal definitions of privacy emerged in 1890 

when lawyers Samuel Warren and Louis Brandeis coined the term as the "right to be let 

alone."  This expansive definition gained popularity in US jurisprudence and laid the 

foundation for discussions about privacy. 

Privacy concerns have evolved in tandem with technological advancements. Innovations 

like portable cameras and audio recordings raised issues about intrusions into private life. 

Scholar Alan Westin contributed to the discourse by emphasizing individuals' rights to 

control the disclosure and dissemination of their personal information . 

More recently, Solove pointed out that existing conceptions of privacy were often either 

overly narrow or excessively broad . He categorized privacy into six dimensions: the right 

to be left alone, limited access to the self, secrecy, control over personal information, 

personhood, and intimacy . 

The emergence of Information Technology (IT) has further complicated the definition of 

privacy , giving rise to debates about its boundaries. Privacy intersects with concepts like 

anonymity, confidentiality, secrecy, and security ethics. Anonymity , for instance, allows 

individuals to protect their identity , facilitated by technologies such as "Anonymizers."  

Confidentiality, especially under British law, closely relates to privacy , focusing on the 

externalization of specific data. Security, while essential for privacy, is a subset of it , 

primarily addressing data protection, integrity, authentication, and confidentiality. Data 

privacy and ethics are interconnected, with ethical dimensions providing guidance for 

data usage, adoption, and sharing. 

In summary, privacy is a multifaceted concept whose definition is context-dependent and 

subject to ongoing philosophical and societal discussions. Its historical evolution mirrors 

the shifts in technology and societal norms. Privacy encompasses various facets, 

including the right to control personal information, the desire for secrecy, and the need for 

data security, all while adhering to ethical considerations. Understanding privacy 

necessitates recognizing its complex relationship with other constructs and 

acknowledging its evolving nature in an increasingly digital world. 

Information Privacy  

The right to personal data protection and privacy, referred to as "the right to respect for 

private life"  in European legislation, are related but distinct rights. Privacy includes 

protection from interference, while personal data protection, often called "informational 

privacy," has led to specific legislation regulating data processing . Empirical studies 

explore the "informational privacy calculus,"  where individuals weigh data-sharing costs 

and benefits . This calculus considers the one-dimensional construct of information 

privacy risk (data loss) and the benefits, like social adjustments and financial rewards . 

The nature of data collected , such as behavior or location data, influences people's 

reactions . Privacy discussions extend to various sectors, political contexts, and 

technological applications. 

Data Collection 

Banks leverage data to enhance customer experiences, refine services, and employ 

Customer Relationship Management (CRM) systems for targeted marketing . Data 

underpins both online and offline banking operations and extends to acting as 

intermediaries for non-financial services like budgeting, loyalty programs, and travel 
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services. By adopting customer-centric data-driven approaches, banks improve lending 

decisions, enhance customer lifetime value, and boost Return on Investment (ROI) . 

Beyond basic customer information, banks now collect shopping behavior, spending 

analysis, and biometric data (e.g., fingerprint, facial, and voice recognition) for 

authentication and security . Jordan pioneered iris-enabled ATMs , increasing 

convenience, security, and inclusivity, while also monitoring non-identifying data for 

fraud prevention 

Data Sharing 

Banks have various reasons to share customer data with third parties. This sharing is 

essential for complying with legal requirements, such as court orders and the Foreign 

Account Tax Compliance Act (FATCA), which mandates reporting on US account holders 

and foreign assets . Failing to do so can result in hefty fines. Banks also share data to 

report suspicious customer activity to combat money laundering and terrorist financing, 

as exemplified by Australia's Westpac bank. Additionally, they provide customer 

information to credit bureaus for consumer reports and to third-party service providers for 

affinity reward programs and marketing various products. The rise of FinTechs, 

leveraging digital technologies, is expected to further fuel data sharing. To efficiently 

manage the vast amount of data collected , banks also collaborate with cloud service 

providers . Moreover, the European Union's Payment Services Directive (PSD2) has 

pushed banks to offer open APIs, promoting competition and innovation in financial 

services while improving financial inclusion and access. 

 

IV. Overview of Privacy Legislation Development 

 In today's interconnected and digitized banking landscape, data privacy is of paramount 

importance. With the outsourcing of back-office functions and the adoption of Open 

Banking, safeguarding data privacy becomes crucial. This chapter examines the 

development of privacy legislation in Europe, the United States, and Jordan. 

Overview of Privacy Legislation Development in Europe 

Europe has a long history of valuing privacy, stemming from the need to protect against 

the extensive surveillance during the Nazi regime. After World War II, data protection 

gained prominence, leading to comprehensive data protection legislation. In 1970, 

Germany's Hesse state passed the first data protection law, followed by Sweden. 

However, these early laws had limitations, such as the need for export licenses to transfer 

data abroad. European countries like Denmark, France, and Austria also enacted data 

protection laws before international frameworks were established. 

The right to data protection is recognized as a fundamental right in the Treaty on the 

Functioning of the EU (TFEU) and the Charter of Fundamental Rights of the European 

Union (CFHR). Convention 108, adopted in 1980, played a vital role in data protection, 

although it had limitations regarding data transfer. Forty years later, Modernized 

Convention 108 remains a crucial international instrument for data protection. 

Directive 95/46/EC (DPD), enacted in 1995, was the primary data protection law in the 

EU until 2018. While it influenced data processing practices and created supervisory 

authorities, it had limitations due to varying transpositions by Member States. The 

General Data Protection Regulation (GDPR), implemented in 2018, aimed to harmonize 

national privacy laws and address new data challenges. It expanded its geographic reach 

and focused on individual control over personal data, enforcement mechanisms, and 

substantial fines for non-compliance. 
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Overview of Privacy Legislation Development in the US 

Privacy laws in the US are sector-specific, with statutes scattered across criminal law, 

common law torts, and state laws. Early legislation emerged in response to technological 

advancements, such as California's ban on wiretapping in 1862. The Privacy Act of 1974 

addressed federal government record-keeping, but it had limitations like the "routine use" 

exception. 

Several statutes aimed to protect financial privacy, including the Fair Credit Reporting 

Act (FCRA) and the Right to Financial Privacy Act. However, privacy laws were often 

criticized for their complexity and limited protections. 

With the rise of the internet, the Gramm-Leach-Bliley Act (GLBA) was enacted in 1999 

to address data sharing and protection by financial institutions. Despite introducing opt-

out provisions, the law faced criticism for complexity and low opt-out rates. 

States like California responded by passing the California Consumer Privacy Act (CCPA) 

in 2018. This comprehensive law provided consumers more control over their data, 

transparency requirements for organizations, and regulatory fines for non-compliance. 

Overview of Privacy Legislation Development in Jordan 

Privacy is a constitutional right in Jordan, with constitutional provisions protecting 

private life, personal freedom, inviolability of houses, and secrecy of communications. 

These constitutional protections are superior to other legislation in Jordan. 

Jordan has ratified various international and regional instruments related to privacy, 

including the Cairo Declaration on Human Rights in Islam and the Arab Charter on 

Human Rights. On the international level, Jordan is a signatory to the Universal 

Declaration of Human Rights (UDHR), the International Covenant on Economic, Social, 

and Cultural Rights (ICESCR), and the International Covenant on Civil and Political 

Rights (ICCPR). 

Despite these protections, infringements on privacy rights in Jordan have been reported, 

as highlighted in Jordan's Human Rights report for 2018. 

In conclusion, data privacy legislation has evolved significantly in Europe, the US, and 

Jordan. The GDPR represents a landmark in European data protection, while the US has 

seen sector-specific laws and state-level initiatives like the CCPA. Jordan places 

importance on constitutional protections and international agreements but faces 

challenges in practice. 

Data Protection and Privacy Draft Law 

Jordan lacks comprehensive data protection legislation, but efforts have been made to 

introduce a strict law, the Personal Data Protection Law Draft, since 2014. The law aims 

to protect individuals' data privacy amid technological advancements and align with 

international agreements, especially those involving the European Union. Public 

consultations and revisions of the draft have taken place, involving various governmental 

bodies and organizations. However, concerns remain, including the proposed structure of 

the Data Protection Commission, suggesting a conflict of interest, and vague provisions 

allowing data processing for "security purposes" or the "public interest" without explicit 

consent. The draft awaits approval procedures before becoming law. 

Jordanian Penal Code No. 16 of 1960 

Jordan's penal code enacted in 1960 includes limited provisions that safeguard the right to 

privacy. Virtue to Article 384, any peaking, eavesdropping, audio recording  or any other 

mean that breaches the private lives of others, is a crime punished with a maximum of 

three months’ imprisonment, which can further be multiplied if repeated.  
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Jordanian Civil Code No. 43 of 1976 

The Civil code was enacted in 1976. It replaced Majallah al-Ahkām al-adliyyah of 1876. 

The latter represents the Civil Code of the Ottoman Empire, which was applied by most 

Arab countries that were ruled by the Ottomans. Nevertheless, Majallah al-Ahkām al-

adliyyah, which is highly influenced by Islamic Law, is still applied by Jordanian courts 

as long as its rules do not contradict the Jordanian Civil Code provisions.  

Article 48 of the Jordanian Civil Code provides for a range of rights inherent to human 

status. Consequently, as the right to privacy is considered one of the rights inherited in the 

personality of a human, it falls under the protection of Article 48. Moreover, this 

recognition entails anyone subjected to unlawful infringement on any rights inherent in 

his personality to request this infringement be stopped along with compensation for the 

damages he may have suffered. Nevertheless, the mere assault in itself enables the 

cessation of this assault without the need to prove any harm.   

Notwithstanding, principles under the Jordanian Civil Code are considered general 

provisions that any court of law can rely on in the absence of legislation related to the 

matter in question; accordingly, relevant case law decisions refer to it as “the father of all 

laws”.   

The Telecommunications Law No. 13 of 1995 

The telecommunications sector witnesses rapid and robust change in new technologies 

and policies worldwide; likewise, the Jordanian telecommunications sector has undergone 

remarkable transpositions. Jordan was the first Arab country to liberalize its 

telecommunications sector completely. The first step towards liberalization was enacting 

the Telecommunications Law No 13 of 1995. This act ended a monopoly stage in 

provided services by incorporating provisions designed to foster a fair and competitive 

regulatory setup. Thus, the sector witnessed an evident decrease in service prices as well 

as a growing number of internet service providers (ISPs) and communication product 

suppliers.   

From a different perspective, under the Telecommunications Law, service providers are 

restricted from sharing their customers' calls and communication content with third 

parties or conducting customer telephone tracking as stipulated in Articles 56,71, and 77. 

However, Article 29 (g) sets forth exceptions to disclosing customer calls and 

communications; upon judicial or administrative orders.   

Banking Law of 2000   

Virtue to Article 72 of the Banking Law of 2000 and its updated amendments, the bank is 

committed to safeguarding the confidentiality of bank clients' information, and this 

confidentiality is to be maintained after the bank-client relationship is ended for any 

reason.  Furthermore, this latter provision, along with Article 74 and 93, defines that 

client data is permissible to be disclosed against a set of rules such as the presence of the 

customer’s written consent or a decision of judicial authority.  

Nevertheless, following Article 32 of the Banking Law, all banks must establish an audit 

committee consisting of a chairperson and at least two members that should be non-

executive directors to promote their independence. The audit committee, among other 

duties, is responsible for ensuring the accuracy and integrity of procedures and 

compliance with laws and regulations.  

Anti-Money Laundering and Counter-Terrorist Financing Law for the year 2007 

While remittances play a vital role in the Jordanian economy and significantly promotes 

its monetary and fiscal policies, they can be a mean used for money laundry and terrorist 

financing. The most exposed sectors to money laundry risks are the banking and money 
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exchange sectors as 98.4% of  the Suspicious Activity Reports (SAR), are received from 

banks and exchange companies.   

Jordan adopted its first regulation concerning the Anti-Money Laundering Law in 2007. 

While Article 13 of the Anti-Money Laundering Law lists all parties and entities obliged 

to comply with the provisions stipulated in this act, Article 16, on the other hand, exempts 

these mentioned parties from any liability, whether penal, civil or administrative, along 

with disciplinary liabilities, when disclosing suspected customer data.  

This latter law was further amended in 2015 to widen its scope and criminalize terrorist 

financing. The amended provisions reinforced the Anti-Money Laundering Unit's 

(AMLU) independence and granted more power for judges and public prosecutors to 

track funds, confiscate it and impose sanctions.   

Notwithstanding, the Middle East and North Africa Financial Action Task Force for 

combating Money Laundering and Terrorist Financing (MENAFAF) issued several 

recommendations in response to its 2018 evaluation of Jordan's compliance status with 

the FATF 40 Recommendations in addition to the extent of system measures effectiveness 

of the anti-money laundering and counter-terrorist financing. It requested Jordan's law 

enforcements agencies and judicial authorities to share information with the AMLU in a 

safer manner that mitigates any potential breaches of confidentiality.  

Credit Information Law No. 15/2010 

The last quarter of 2016 witnessed the launching of the first credit bureau company 

(CRIF) services in Jordan. It assists banks and credit providers in making credit decisions 

based on an accurate assessment of customers' ability to pay and thus pricing financial 

products and services. CRIF was established after enacting the Credit Information Law of 

2010 and the Credit Information Companies System of 2011.   

According to Article 8 (a and b), disclosure of customers' information is prohibited 

without a written consent to share credit status with banks and credit providers. However, 

the third point of the same article stipulates that the customers' credit status can be 

revealed to the banks and credit providers requesting information without the customer's 

approval, subject to obtaining the Central Banks Governor's approval.  The Credit 

Information Act furtherly offered the customers a range of considerable rights in line with 

counterparty laws. These rights are evident in Article 9, which gives the customer the 

right to be informed of the purpose of obtaining his credit information, view, and request 

its correction.  

From a different perspective, the Credit Information Law was issued as an interim law. At 

the time of issuing the act, the Minister of State for Media Affairs and Communication, 

the official spokesman for the Government, stated the objectives and benefits of enacting 

the Credit Information Law. He expressed that such a law regulating credit information 

would boost the Kingdom's ranking in the international credit information index. 

However, he further asserted that any delay in issuing the legislation regulating credit 

information could be a catalyst for the continuation and compound of the financial and 

economic crisis for an extended period.   

Notwithstanding, the Jordanian constitutional amendments, which took place in 2011, 

determined the cases in which temporary laws can be issued, such as emergencies and 

disasters. However, interim laws need to be presented before the Parliament in its first 

session. Hence, if the period lapses and the interim law is not decided upon, it must be 

declared invalid immediately. On the other hand, the Higher Council for the Interpretation 

of the Constitution addressed this issue in its interpretative decision in 2012 and excluded 

all temporary laws referred to the House of Representatives before the constitutional 

amendments came into force in 2011 from the specified period.  That being said, the 

Credit Information Law has remained standing as an interim law for over a decade.  
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Cybercrime Act No 27 of 2015 (Cybercrime draft law)    

The Information System Crimes Law No (30) of 2010 was the first Jordanian law on 

cybercrimes.  It included computer-enabled crimes in addition to offences committed by 

the use of electronic devices. It was adopted as a response to the lacunae in the former 

law; the Electronic Transactions Act No (85), 2001, which by its end had only focused on 

e-commerce and lacked any provisions related to computer-related offenses. The 

Jordanian Government then made a fast move by adopting an interim law. However, with 

the absence of parliamentary review, the Information System Crimes Law of 2010 

witnessed substantive criticism. Though it incorporated major cyber-crimes, it failed to 

include all known computer-related crimes in line with legislation of other countries. In 

the same context, not all provisions related to privacy protection were included and were 

characterized as being vague. In another vein, the Law was found to impose more 

restrictions on freedom of expression, which was the primary concern of the Human 

Rights Watch, which acknowledged the act to be inequitable for the foreseen reasons. As 

a result, the Cybercrime Law was adopted in 2015, updating and replacing the 

Information System Crimes Law. 

The updated Cybercrime law defines a set of penalties for activities related to privacy and 

data protection. Virtue to Article 3, anyone who deliberately accesses an information 

system or a website without permission will be fined, and the same applies to copying or 

intercepting users' data from a website. Moreover, unlawfully modifying, deleting, or 

interfering with a computer system or platform is also criminalized under this latter act, 

along with fraudulent use or alteration of data and systems. Nevertheless, article 6 of the 

Cybercrime Law sets forth penalties for falsely acquiring financial data, including credit 

cards or data used to execute electronic financial or banking transactions.   

However, in December 2018, the Jordanian Government anticipated a range of 

amendments to the Cybercrime Law. These amendments were encountered with massive 

criticism as they were perceived to violate individuals' right to privacy and restrict their 

freedom of expression online.  For instance, the proposed amendment to Article 2 

entailed smartphone apps being subject to mass surveillance. Besides, other provisions 

were feared to be taken into an advantage to target activists and human rights defenders. 

These uncertainties were rationalized with the vague language used in the content of the 

proposed provisions, which could be interpreted in a blurred manner that streaks the line 

between hate speech and legitimate criticism of public figures on social media. 

In the same context, following the Human Rights Council's Universal Periodic Review 

(UPR) session held in November 2018, Jordan was addressed with recommendations 

related to concerns of data privacy. The UPR requested Jordan to amend its cybercrime 

law to counterpart the International Covenant on Civil and Political Rights.  Nevertheless, 

the debated Cybercrime law amended draft yet still stands as a draft.  

The Jordanian Electronic Transactions Act of 2015 

The new law sets forth the definition of the electronic signature, which is in line with the 

UNCITRAL Model Law on Electronic signatures of 2001. The law also explicates the 

three states of signature; ordinary, protected and authenticated, clarifying the 

characteristics of each type. In a practical approach, the Electronic Transactions Act 

afforded electronic records the same legal value as written documents. Likewise, it 

considered the electronic records associated with a protected or an authenticated signature 

and documents holding a traditional signature, as both to constitute the consent of the 

signatory, which represents the latter's approval to the signed document and both to reveal 

the identity of its owner. However, granting this unified level of value is subject to 

maintaining specific security and technical requirements for electronic records.  



- Lubiana Hanna Ammari et al. 454 

 

 
Migration Letters 

 

Though the law comprises a relatively robust legal framework, it lacks practical 

implementation as no licenses have been issued for any independent providers of 

authenticated services.  

Jordan's Cybersecurity Law of 2019 

Jordan recently adopted the Cybersecurity Law in 2019, which enhances the existing 

policy framework. It echoed the National Cybersecurity Strategy 2018-2023, which 

elaborated on the objectives of the strategy outlined in 2012 by the National 

Cybersecurity Program  

(NCP).  The enacted Cybersecurity Law incorporates substantive penal rules, procedural 

rules, and provisions related to international cooperation. Due to the importance of 

interagency collaboration in developing and applying cybersecurity policy, Article 3 of 

the Cybersecurity law urges to assemble a National Cybersecurity Council, which should 

include representatives from the Ministry of Digital Economy and Entrepreneurship 

(MoDEE), Public Security Directorate, Jordanian Armed Forces, the National Center for 

Security General Intelligence Department, and Crisis Management and Central Bank of 

Jordan. Furthermore, Article 5 of the Cybersecurity law calls for establishing a National 

Center for Cybersecurity responsible for cybersecurity policymaking and architecture.  

Central Bank of Jordan Releases 

In addition to the above laws, the central bank of Jordan enacted numerous regulations, 

directions, instructions, and circulars in its mission to oversight and regulate the financial 

sector.  Primarily, the central bank of Jordan issued the Amended Corporate Governance 

Regulations for Banks No. 63 of 2016 and Governance and Information Management and 

Associated Technology Regulations No. (65) of 2016. Among other issues, aside from the 

enterprise and information and technology goals and the evaluation, direction, and 

monitoring processes, these provisions included the internal and external audit 

committees' structure. Moreover, it defined the latter's roles and responsibilities when 

performing their oversight upon data privacy and the competencies and certifications that 

employees need to maintain.   

The CBJ further issued the Electronic Payment and Money Transfer regulations in 

accordance with Articles 21 and 22 of the Electronic Transactions Law No. 15 of 2015. 

Article 5 states the conditions and requirements for the payment services companies, 

including banks, as well as the minimum requirements that must be met in the operating 

systems and computer equipment to be efficient and safeguard data privacy when stored 

and transmitted.  In the same context, the CBJ issued the Financial Consumer Protection 

Regulations for Payment and Electronic Money Transfer Companies No. (3) of 2021. 

This very recent regulation included provisions that protect data privacy and incorporates 

its principles of lawfulness, fairness, transparency, purpose limitations, accuracy, storage 

limitations, integrity, confidentiality, and accountability.   

Besides, in 2018 the CBJ issued regulations that incorporate provisions for the adaptation 

to cyber risks, which regulates assigning part of the bank's operations to a third party to 

evaluate the associated risks and mitigation plans.  

In addition, Cloud computing is a new era that avails various services over the internet 

that increases speed and security, and enhances productivity and scalability.  

Nevertheless, due to their cross transcends territorial borders, cloud computing raises 

legal challenges.   Notwithstanding, since Jordan still has not adopted any legislation on 

that behalf, the Central bank of Jordan in 2018 issued a Cloud computing guideline.  This 

guideline doesn’t have any binding nature; instead, it forms a group of instructions to 

guide banks and financial institutions when approaching cloud service providers and 

enter into an agreement with them. 
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V. Interview Analyses and Discussion 

The chapter focuses on analyzing key themes related to data privacy in Jordan through 

semi-structured interviews with professionals from various banks. Five main themes were 

explored: the adequacy of existing legal frameworks, privacy due diligence in agreements 

with third parties, law enforcement, data breaches, and the impact of the absence of 

comprehensive data protection legislation. 

First, participants noted that Jordan lacks precise regulations regarding data sharing with 

third parties, including cloud service providers and FinTechs. They rely on general laws, 

banking regulations, internal policies, and best practices. Some mentioned that the 

Central Bank of Jordan (CBJ) has issued nonbinding guidelines for such cases. 

Concerns arose regarding the absence of an independent data protection authority in 

Jordan. While some believed that existing regulatory bodies like the CBJ and the 

judiciary manage data protection, others argued that an independent authority with 

enforcement powers is needed to ensure compliance and build confidence. 

Regarding privacy due diligence, participants were divided. Some affirmed that thorough 

evaluations are conducted when engaging with third parties, considering legal aspects, 

vendor profiles, and performance. Others disagreed, suggesting that due diligence is often 

insufficient. 

Participants also discussed law enforcement. Many felt that data protection laws, when 

they exist, suffer from weak implementation and enforcement. They cited the need for 

clearer regulations and guidance. 

Regarding data breaches, opinions varied. Some banks had documented breach policies, 

while others lacked clear mechanisms for reporting breaches. One manager mentioned 

that the CBJ enforces data breach reporting, with penalties for non-compliance. 

The absence of comprehensive data protection legislation in Jordan was a significant 

concern. Interviewees noted potential risks, including dealing with weak third parties, 

data loss, unauthorized access, and reputational damage. They highlighted the impact on 

business expansion, particularly in targeting European and American customers. While 

most participants advocated for a comprehensive data protection law, some raised 

concerns about its complexity and potential conflicts with existing laws. 

In summary, the interviews revealed a complex landscape of data privacy in Jordan. 

While some measures are in place, the absence of comprehensive legislation and 

independent oversight poses challenges for data protection, enforcement, and the growth 

of the banking sector in an increasingly digital world. 

 

VI. Conclusion and Recommendations  

Conclusion  

The development of data privacy laws in Jordan has been slow, resulting in the absence of 

a comprehensive data privacy regulation akin to the EU's GDPR. Jordanian banks must 

rely heavily on contractual agreements with third parties, particularly when dealing with 

non-financial entities beyond the purview of the Central Bank of Jordan (CBJ). These 

contracts often contain arbitrary clauses imposed by service providers, potentially 

compromising data privacy and the flow of data, services, and applications. 

Interview responses reveal disparities among banks in their oversight of third parties, 

with some mechanisms deemed inadequate in managing third-party risks. Third-party 

companies may engage with smaller suppliers and networks with inadequate 

cybersecurity and data privacy protection, posing significant risks. Banks are responsible 

for overseeing the security measures of third parties, but there is a lack of incentive for 
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third parties to enhance their cybersecurity as enforcement actions typically target banks 

even when breaches result from third-party shortcomings. In 2017, 56% of companies 

globally experienced third-party breaches, a figure likely to rise due to increased reliance 

on such services . 

Recommendations 

To address these challenges, it is crucial for Jordanian lawmakers to prioritize and 

expedite the adoption of a robust data privacy legal framework that places user rights 

above economic interests . Privacy-by-Design should be implemented to integrate privacy 

into data systems and technologies by default. Banks should conduct risk-based third-

party due diligence and compliance checks, adhering to industry standards and 

frameworks like ISO 27001, Cobit 2019, PCI, and NIST. 

Appointing a data protection officer (DPO) with expertise in business and technology is 

advisable. The DPO can facilitate compliance in third-party agreements involving 

personal data sharing. Additionally, there is a need to enhance the skills and qualifications 

of employees in data privacy-related roles through education and training. 

Establishing an independent data privacy authority (DPA) is crucial to bridge the 

enforcement gap identified by 60% of interviewees. The DPA should have adequate 

funding and enforcement powers to operate independently, ensuring effective 

enforcement, monitoring, and redress within the banking sector.  

Finally, this research explores privacy concepts, emphasizing its crucial role in human 

relationships and individual integrity. It highlights the rising threat to information privacy 

due to evolving technology. Investigating data practices, it reveals that Jordan lacks 

comprehensive data protection laws, relying on limited sectoral regulations. Interviews 

with various stakeholder’s underscore concerns over data privacy gaps and challenges. 

Recommendations include substantial investments in secure systems, hiring data privacy 

experts, and due diligence when sharing customer data with third parties . Urgent 

enactment of data privacy laws in Jordan is advised to prevent customer trust erosion, 

reputational damage, and legal consequences in an increasingly global and data-driven 

landscape. 

*Limitations of the Research Findings and Further Research 

This research had limitations due to sparse literature on Jordan's data privacy and relied 

on qualitative interviews. Further research is needed on third-party data privacy oversight 

in the evolving financial services landscape. 
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