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Abstract 

Manufacturers are continually facing significant challenges in their pursuit of growth and 

innovation, particularly amid ever-increasing cost pressure, intense competition, and 

accelerated digitization across the industry. The widespread adoption of data acquisition tools 

facilitates massive data collection capabilities; however, despite this potential, innovations 

tend to be slow and costly. As a result, they often fail to effectively reach the shop floor because 

of inefficient sharing mechanisms and the problem of scattered data being stored across 

different platforms. The design of systems within manufacturing environments relies heavily on 

the accumulated experience of engineers and managers, coupled with time-consuming 

simulation models. This approach 1ultimately restricts their ability to manage complexity 

efficiently. In addition to these challenges, the necessity for reliable predictive maintenance 

(PdM) solutions is becoming ever more critical in the industry. At the same time, without 

standardization of data formats and practices, providing accurate and consistent data for the 

higher echelons of the supply chain becomes increasingly complex and problematic, further 

complicating these issues. 

The growing interest in AI methods for data-intensive process-driven data enables untapped 

knowledge from already available massive data to be converted into information or action. A 

data-centric solution approach tackles the data sharing issue, delivering data-driven 

frameworks and developing reference solutions for boosting the uptake of AI modeling. This 

stands for the design of a reference data mart for a batch production use case. Stochastic 

warping is a promising method for operating under high uncertainty data processes as factory 

ecosystems. However, its performance strongly depends on an exact sampling of the simulation 

environment response. Uncertainty quantification and its feasible quasi-random full factorial 

sampling approaches for weight dimensions and continuous inputs are suggested. 
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1. Introduction  

Intelligent manufacturing is an evolution of traditional manufacturing that creates new value-

added models. It includes significant organizational, economic and social impacts, and it is 

considered as a relevant factor of interest by various research communities, societal 

associations, strategic governing institutions and R&D stakeholders. Compatible with the 

Industry 4.0 approach, intelligent manufacturing is a system of connected operations capable 

of autonomously monitoring, managing and optimizing materials, machines, systems and 

people. While in traditional manufacturing plants, single machines and systems are controlled, 

in the emergence of intelligent manufacturing, plants are shifting from a traditional approach 

towards large networks of smaller, individually controllable components. In this context, the 

network of components form, use, and will increasingly use, a multitude of continuous data 

streams that feed in real time to multiple distributed decision points. In this scenario, there will 

be both a great number of plants and a great variety of subsystems, sensors and control 

software, with different configurations and capabilities. Water treatment plants are a typical 

example of smart monitoring and control of physical and chemical components. They provide 

society with monitoring of upstream and health hazard substances in water streams, absorption 

of harmful components such as heavy metal ions, treatment of produced sludge, level balancing 

and flow control and distribution. The decision making and automatic plant supervision can 

deal with massive and heterogeneous data coming from distributed and edge resources. Cloud 

hosting of decision making platform modules requires the synergetic integration of edge, cloud 

and IoT technologies, as well as for the schemes for monitoring algorithms based on predictive 

recurrent or structural model approaches or machine learning. The background scenario is 

described by focusing on the operation of a mining plant of an iron extraction industry, with 

specific reference to the problem of metal impurity prediction on iron concentrate. In the 

extractive industries, there are plants that operate in an endless cycle, where some blocks of the 

process, that need manual control by an operator, require continuous monitoring and prediction 

of some variables to allow optimal control. In particular, there is a need for knowledge enabling 

the definition of smarter data-driven models that, by operating on large temporal horizons, 

complement closed-loop control for decision support and control act improvement. 

1.1. Background and Significance The increasing complexity and importance of industrial 

systems necessitate the need for Smart Industrial Automation Systems (SIASs) in smart 

factories, with the aim at improving reliability, quality, and efficiency in industrial automation. 

Within the framework of SIASs, Smart Manufacturing Systems (SMSs) are deployed to satisfy 

the fundamental concepts of Industry 4.0. Under this concept, business automation systems 

(BAS) including, but not limited to, Enterprise Resource Planning (ERP), Manufacturing 

Executive Systems (MES), and Broad SCADA systems represent the highest functionality 

layer of the architecture. Such systems need to be properly customized, before being used, in 

order to work in compliance with the unique characteristics of the treated factory and process. 

This means that various configurations are required including the definition and setup of 

processes, parameters, reports, dashboards, and automations. Customized configuration, in its 

turn, requires a huge effort in terms of time and costs. 

The construction and customized configuration at baseline are only part of the usage cycle. 

Such types of systems suffer from the evolution over time of the treated factory and process. 

Changes could involve different aspects such as the overall architecture, the production line, 
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the equipment, etc. Changes mostly fall outside of the factory automation monitoring and 

actuating systems, represented by the field level 1, and require engineering effort, which could 

involve manpower in different roles and skills (e.g., IT, Automation, Engineering, etc.) along 

a long-time spectrum. Changes improperly or even not taken care of lead to various unhandled 

issues affecting the correctness and the efficiency of the systems. These issues arising from 

unhandled changes are generically termed obsolescence. Regulatory inaction or insufficient 

compliance controls on key players usually at the low level of the society can cause disastrous 

consequences on the environment, human health, and wealth. 

The spreading of techniques and systems for censoring, monitoring, reporting, and triggering 

was hence deserved to mitigate imprudent industrial behaviors. However, since obsolescence 

attractiveness was unnoticed, no attention was paid on the factors influencing the trend at field 

5 level. Such works represented a very important front since the automation landscape impacts 

the uniqueness of the treated factory. As a consequence, proposed methodologies were likely 

devised without taking into consideration the peculiarities of the automation systems, creating 

a two-continent world characterized by the non-homogeneity of the landscape and the natural 

isolation of the systems. 

2. Understanding BSS Operations 

Business Process Management Systems (BPMSs) are widely used to manage business process 

execution in organizations. Process definition and monitoring technologies can specify, enact, 

and refine process models. However, the introduction of Artificial Intelligence technology into 

BPMSs gives rise to important opportunities to exploit automation in business processes with 

the least possible engagement with human agents. These remarkable opportunities bring along 

many challenges that require a significant shift in the architecture, functioning, and way of 

interaction between the BPMS and its operators. By incorporating AI technology into BPMSs, 

the BPMS can now reason about the current state of the process, its environment, and its 

operating models to determine a course of action that improves the current performance. 

Opportunities also concern human-agent interaction.  

The AI-enhanced BPMS can maintain a conversational interaction with one or several human 

agents by explaining its actions, the reasons for taking them, and any assumptions supporting 

its opinions. Awareness and enhancing deliberation can be provided by recommending 

adaptations or improvements of the process. 
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           Fig 1: Operation & Business Support System. 

Autonomous or semi-autonomous operation of the BPMS is the extreme form of process 

automation. It requires a degree of independence from human operators in handling unusual 

situations that may arise during process execution or management, as well as when dealing 

with new contexts, optimization goals, or process models. Operational assumptions on process 

definitions – including flow constraints, milestones, anti corruption layers with outside tasks 

or areas, and the delegation of processing responsibilities are made. These assumptions must 

be specified, made explicit, and continuously monitored to explain which part of the behavior 

is generated by the system itself and which is produced by other agents in the business 

ecosystem. To exploit its AI-based plethora of reasoning capabilities, the BPMS needs to be 

area-contextualized. It needs to be framed by considerations and descriptions of the 

environment in which it operates, with domains of competence, trusted data sources, and 

behavioral regularities. Possible reactions to situations of interest should also be described, 

detailing planned sequences of actions with respective steps, relevant data, constraints, 

reasoning techniques, execution time horizons, and state of observability. 

2.1. Definition of BSS Business Process Management Systems (BPMSs) automate routine 

tasks defined in business processes enabling the automation of cross-organizational workflows. 

The BPMS era began with low-code/no-code systems with a focus on design and execution of 

processes in the cloud. Today, BPMSs offer cloud-native, highly scalable, and extensible 

platforms for Business Process Management (BPM). These systems come equipped with data 

connectors to interface with various types of corporate databases and additionally offer 

integrations to leverage extensive libraries of pre-built connectors allowing organizations to 

crawl their information systems needed by the processes. BPMSs natively provide Data 

Warehouses (DWH) capabilities for storing and processing historic information needed by 

established processes leveraging the cloud to preprocess, transform, and chunk them. A 

plethora of task-oriented artificial intelligence (AI) techniques to aid operators in their tasks, 

reduce the processing time, and improve efficiency and economic gain can be natively 

interfaced with BPMSs through RESTful communication. 

User-facing sides of task orchestration BPMSs have become ideal ground for developing 

conversational agents. Conversational agents provide affordances for token-based interaction 

with knowledge bases, information systems, and decision support systems. They afford a 

natural language interface to technical functions or at least one able to recast operator intention 

in formal/technical requests. Conversational agents that go beyond chatbots also query and 

translate unstructured information for prior explanation and abstraction, decision support, and 

recommendation. They are equipped with attention and memory mechanisms to remember and 

use past interactions. The integration of conversational agents into BPMSs will enable task 

automation and extensibility with the need for structured interfaces or any strong modification 

to the per-service engagement. They shall be deployed as cloud-native for high availability, 

multi-tenancy, and scalability. 

Conversational agents are also touted as the solution for making technical systems explainable, 

responsible, and trustworthy. User acceptance of this interaction modality increases as these 

systems display agency and empathy. 

2.2. Importance in Manufacturing Automation technologies are regarded to be one of the 

most important enablers of smart manufacturing (SM) and are being rapidly developed and 

adopted by the manufacturing industry. In addition to conventional components such as 
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Industrial Cyber-Physical Systems (ICPSs) and Autonomous Ground Vehicles (AGVs), cloud-

native capabilities, edge processing functionalities, and Artificial Intelligence (AI)/Machine 

Learning (ML) capabilities are also gaining momentum. The traditional forms of automating 

manufacturing resources and operations included modelling the physical environment, 

generating the rules for automation tasks using mathematical optimisation methods, and 

implementing the rules on Programmable Logic Controller (PLC)-embedded controllers. 

The manufacturing automation is being re-evaluated with a higher level of abstraction that is 

able to arm physical resources with cognitive capabilities. Treating the manufacturing 

resources and operations as a multi-agent system (MAS), the digital twins of the manufacturers 

are developed that serve as the basis for simulating the digital counterpart of a factory. The 

prerequisites for the simulation are recognised as the ontologies of manufacturing resources, 

operations, and operations' states. Internet of Things (IoT) technologies are used to bridge the 

gap between the cyber and physical domains of manufacturing. As such, all the physical 

resources are equipped with sensors and communication devices to communicate their states 

to the computing platforms. In a high-burden workshop, cloud-based platforms may have 

limited capabilities of data processing. 

 As an alternative, edge-enabled systems enable the tight integration of computing, storage, 

control, and networking at or near the point of data generation. The most concerning issue is 

thus how to decouple the cloud- and edge-based automated manufacturing systems to achieve 

the continuous observation of the manufacturing states. The manufacturing operations, 

especially the Behaviour-based Decision Making disposition (BBDM), consume much 

computing resources and thus are executed on the cloud servers while the process-based 

dispatching rules are executed on the edge data processing systems. 

Equ 1: Automation Efficiency Score (AES). 

 

3. The Role of AI in Automation 

In the contemporary manufacturing ecosystem, artificial intelligence (AI) systems are largely 

deployed in cloud services. On the one hand, a cloud provider can deploy and run multiple AI 

training/inference pipelines for multiple manufacturers or tasks, distributing one or more edge 

inference devices or training nodes for those pipelines. Typically, AI models are trained in the 

cloud and transferred or embedded into edge devices to improve the overall remote 

performance or user experience. Cloud service providers can either provide edge devices or 

use their partner’s to lower task latency and improve cloud reliability. Edge devices can directly 

connect with the cloud service via IoT gateways to distribute their massive streams of 

streaming/inference tasks for cloud execution. While this AI-cloud architecture can provide 

manufacturers with the flexibility, scalability, and cost-effectiveness to improve their 

production efficiency, they may suffer from privacy issues stemming from cloud data and 

model security (and ownership) being compromised. Additionally, privacy and snooping 
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services can disclose the pitch of the manufacturer’s production curve and granularity, the 

forecast of production exceptions, or even faults of plug-ins of IoT devices. Meanwhile, the 

increasing attention on social networks, cyberbullying, and most recently, political uses raises 

concerns regarding algorithms that recommend videos, media, and ads. 

The problem of manual labelling in AI training datasets is compounded by the vast amount of 

publicly available training data and the difficulty of auditing AI-generated data (or labels), 

which may associate with changed manufacturer costs or revenues and values that contradict 

or discredit one another. Some tasks may be transferred to edge devices for inference. At the 

same time, massive intermediary data will be exposed once stolen. Edge devices may also 

undergo large-scale attacks since they run multiple machines and low capability models to 

perform large-scale inference tasks within short time slots. The ensuing chaos can still risk 

massive exposures of optimal steering trajectories or faulty detection models that lead to fork 

or general speedup of manufacturer production. 

 

            Fig 2:  AI in Business Process Automation. 

3.1. AI Technologies Overview The wealth of data collected in the manufacturing ecosystems 

offers a fertile ground for knowledge extraction and decision-making. Various AI approaches 

are investigated to better exploit the data wealth and ensure relevant information is produced 

and provided to business processes and decisions. In the realm of semi-processed data often 

dealing with irregularities and incompleteness, the first approach consists of the creation of a 

knowledge graph over the raw data sources enhancing their semantics and exploitation. Data 

processes and workflows for data pre-processing, data fusion, and data cleaning are proposed 

based on Probabilistic and Deep Learning Graph Neural Network models. Connected to the 

graph an ontology layer provides other forms of reasoning methods. All these approaches work 

as microservices, orchestrated based on functional and non-functional properties defined over 

the knowledge base. 

On the other hand, interpretable models are proposed to build AI and ML-based services for 

the overall tasks of prediction, classification, and anomaly detection over industrial data 

signatures. The design and the deployment of such cloud-native AI services is supported by a 

framework and a standard self-explaining knowledge annotation language that facilitate the 

communication of intent and interpretation, thus ensuring explainability, transparency, and 

traceability. These AI services are exposed as microservices linked to the knowledge graph, 

enabling their immediate and seamless execution and orchestration while keeping the overall 

architecture maintainable and extensible. 

The AI services produced in these two ways can be combined together and are orchestrated 

based on a hybrid, semantic, and functional-controlled approach in a broader Business 

Framework. A model-driven definition of Business Processes enables their execution in a 

cloud-native manner as low-code choreographies of microservices, while controlling their 
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orchestration, execution, and recovery functions. Control of the mixture of execution and 

orchestration semantics allows governing the service and other resources usage, optimizing the 

concurrency of interaction processes, and reducing time and cost. Generative models provide 

production, control, and recovery functions of Business Processes in the face of high levels of 

uncertainty. AI Transformations enable the modeling of the production of relevant data and 

knowledge enrichments, combining off-the-shelf NLP and Named Entity Recognition models 

and custom ones based on Transformation Languages. With their context, they enable modeling 

relevant transformations of the knowledge base, supporting for example the enrichment and 

upgrade of workflows and graph pipelines or the streaming and batch enrichment and cleaning 

of data sources. 

3.2. Benefits of AI Integration AI integration offers numerous benefits to manufacturing 

ecosystems looking to automate their business support systems (BSS). The automotive 

manufacturing sector understands these benefits as impressive business value generation and a 

sustainable competitive advantage over rivals. Notably, AI algorithms such as machine 

learning (ML) and deep learning (DL), coupled with distributed computing and cloud-native 

approaches, create an ecosystem capable of intelligent collaborative applications across 

multiple manufacturing enterprises. AI-powered automation of BSS operations at the 

ecosystem level provides several benefits. Firstly, drastic productivity improvements can 

occur, with 50% to 70% in efficiency improvement and order-fulfillment lead times cut by 50% 

as achievable goals. Human efforts can also be relieved by up to 60%, while the workforce can 

be simplified to a 24/7 system. Maximizing investment and footprints is possible, with potential 

savings of 10-20% in operational costs through AI-powered scheduling, such as production 

and logistics scheduling optimization. Value-added service generation is a new capability via 

data monetization, better data quality, and intelligent collaboration with external partners, with 

about 20% share of typical service revenues possible. Lastly, vast business insights can emerge 

through new visualized and gathered perspectives, adding value-seeking decision processes 

and leveraging actions, and rising profitability amounts by 10-30%. These benefits ensure an 

overwhelming business value generation. 

Cloud-native approaches for BSS automation can significantly impact all existing 

manufacturing value chains. While the effects are gradual in primitive applications on a plant 

or enterprise level, a new ecosystem-focused approach can be simultaneously applied to 

facilitate intelligent collaboration. It is especially crucial in weighty sectors with an intricate 

ecosystem, emphasizing the need for external collaboration amongst stakeholders, such as 

suppliers and partners. The recognition of complex data interaction and dominant computing 

bottlenecks make cloud-native ecosystem-level BSS automation development essential for 

massive, cross-organization data processing. BSS refers to a collection of applications covering 

all non-production operations for enterprises, including enterprise resource planning, order 

management, customer relationship management, product lifecycle management, supplier 

relationship management, etc. It supports daily operations by gathering a huge volume of 

interaction, workflow, and external events data across systems operated in multiple discrete 

enterprises. This includes both cross-organizational and intra-organizational process execution 

data, processing events, product status tracking actions, and gathered business insights. 

4. Cloud-Native Architecture 

The proposed solution is based on an architecture of collaborative Cloud-Edge AI 

microservices that gather streams of measurements and parameters of interest from the IoT 

sensors controlling machines in the production environment. The measurements pass through 
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preprocessing microservices aimed at exploration, filtering and elaboration of the ingested raw 

data. Subsequently, a measurement model is trained and validated to infer one or more target 

variables. The regression or classification model predictively and proactively observes high-

dimensional residuals of the input feature (and/or input-output measure) space to bring to the 

attention of domain experts or automatic diagnostics systems anomalous or faulty behavior of 

the manufacturing process or machines. Edge microservices are designed opportunistically by 

means of a containerized approach based on Docker. The orchestrator chooses the most suited 

runtime environment for each service. This decision takes into account preset policies and 

application SLA, from on-premises Edge devices to Cloud data centers in a more powerful 

environment. 

Workloads can be delegated to Cloud, Edge, or hybrid environments and orchestrated 

dynamically. The overall architecture can be easily replicated to support multiple target 

variables monitored across several machines in one or more plants. To this end, the proposed 

framework encompasses open-source software and off-the-shelf hardware with as few 

modifications to the production environment as possible. The results of the case study 

preliminary experiments show the functionality of the proposed framework and justify further 

extensive experiments on Cloud-Edge micromachining systems. Future work aims at 

implementing multiple cloud and edge devices as part of a Cloud-Edge architecture to validate 

the performance and feasibility of the whole approach in more extensive and practical 

scenarios. Advanced integrated microservices for hybrid Cloud-Edge AI are expected to be 

enhanced for on-surface diagnosis and detection of adverse conditions. 

 

                       Fig 3: Cloud-Edge AI. 

4.1. Defining Cloud-Native “Cloud-native” means different things to different communities. 

For architects and platform engineers, it refers to running applications in containers with a fully 

automated development toolchain, a stable and reliable shared runtime platform, and a robust 

but flexible error-handling and recovery stack. For developers, it means using commercially 

available or internally developed APIs to develop microservices. For SREs and DevOps teams, 

it means establishing a release and deployment management framework for application 

components and a comprehensive observability and telemetry strategy. Cloud-native is the 

approach to move applications to the public cloud. It has adopted the “Build, Ship, Run” 

paradigm for production-grade web applications, making it possible to make unheard-of 

enhancements to a product or a service with speed and agility. 

“Cloud-native” refers to applications built to exploit the capabilities of its cloud computing 

environment via microservices architectures, delivered with microservices provisioning 

patterns, built on smart elastic scalable infrastructure or using containers that can be 

provisioned on-demand. A cloud-native application exploits the advantages of cloud 

computing in terms of elasticity, flexibility, and lower cost. It should also be run in a predictable 
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and reliable environment with an automated toolchain. Much has been discussed about 

container-based platforms for cloud-native applications. Developers need a tool that brings 

them a custom PaaS solution with the ability to build complex applications tailored to their 

needs. 

4.2. Advantages for BSS Operations The approach enables the creation of a new breed of 

intelligent and self-healing manufacturing systems (receiving the name of Intelligent 

Manufacturing Systems – IMS), allowing business owners to automate long-running 

transactions across heterogeneous execution platforms in the Cloud. The automation system 

starts from the description of the business needs. The solution automatically discovers a 

workflow integrating the necessary Cloud assets while guaranteeing a service level agreement 

(SLA) and other business constraints (e.g., cost). This workflow is then translated into a 

composition of platform-independent models, which may include the services defined by the 

supplier in terms of their execution semantics. 

The automated solution works within an ecosystem of partner suppliers that was created by the 

. The business service supplier (BSS) ecosystem participates in the creation of massive services 

across Cloud Software as a service (SaaS) suppliers, massive resources on Cloud Infrastructure 

as a service (IaaS) suppliers, and knowledge extraction through Cloud Function as a service 

(FaaS) suppliers. The Cloud-native composition engine, involving Business Process Model and 

Notation (BPMN) and the Business Process Execution Language (BPEL) intermediated by the 

WSDL, is responsible for handling the evolution of new service offerings, varying the 

availability of previous service offerings, resizing the backends of BSSs to allocate virtual 

machines, and creating automatic healing processes to re-tune ones on demand. 

The BSSs prepare the offerings in terms of service level agreements that state their performance 

guarantees, the pricing, the utilization of cloud compute and storage resources, but also policies 

on scheduling and resource sizing. Such cloud resources are created through a Cloud Markup 

Language (CML) descriptor that contains the Elastic Resource Management (ERM) policies 

involved in the monitoring and scaling process. When automatic actions are triggered during 

the execution of the massive services, the runtime components responsible for the action search 

in the cloud resource models and send requests to the suppliers for allocation or cancellation 

of virtual machines, load balancer tuning, or cloud database operations. 

5. AI-Powered Automation Framework 

The widespread introduction of automation, robotics and smart manufacturing technologies 

will make data-based services essential in the transformation of manufacturing economies. 

Recently, Artificial Intelligence (AI) must take the main responsibility in vigorously 

automating individual manufacturing operations (mesoscale automation), in regard to the 

associated management utilities of Business Support Systems (BSSs)/Operational support 

systems (OSSs) infrastructures, which were excluded in earlier disclosed cloud- and fog-based 

MES architectures for the sake of simplicity. A unified cloud-native layerwise infrastructure 

with a smart-management pod and a second A Ipod to supplement co-optimization of data & 

operation service resources (QoS) with normalization of operation-execution performance is 

proposed. For (faster, safer, more energy-efficient, more environmentally-benign, automation 

of) increasingly complex disasters of every aspect of manufacturing operations, a paradigm 

shift of AI+Cloud is proposed from the (second) cloud-native layerwise big-data approach and 

digital-twin data cultivation/celestial-twin knowledge curation and CM/monitoring/co-control 

to become usable and tractable with available-data- and curriculum-based quantization. 



Shabrinath Motamary 1839 

 
 

                 

Fig 4: AI-Powered Automation. 

The efficiency and profitability of enterprises derive from cargo distribution for sales demands, 

amongst storage in the warehouse and conveyance, transporters, packaging, resources, 

factories, assembly lines, stocking assembly, bins, machines, processes and operators for 

production demands, monitored by SCADA. It includes real-time access to the workload of 

operation resources, both from the scheduler and monitoring for conformance checking. 

Operations are provisioned by products and services consisting of staff, production resources, 

capabilities and requirements. Every operation is born with a scheduled duration. Real-time 

status of every operating resource must be acquired for a reasonable time of the master time 

semantic, to detect delays of operations and resources, for normal execution of a flow and 

usage/QoS of operational resources. To this end, a cloud-native BSS architecture with a 

completely decoupled specification & QOS Inquiry Pod, customized Scheduling Pod and 

Operation Performance Assessment Pod, adding a new group of workloads to normalize 

performance monitoring is proposed. The QOS Inquiry Pod is responsible for specification 

management and interactive exploration of other pods up to compile a cloud-native BSS 

architecture that only relies on open APIs of common message schemas. The SysSpec Pod is 

responsible for receipt, compilation and centralized storage of QoS Requirements for timely 

Scanning, off-loading to a regional QoS Predictive Scanning Pod, implementation, Result 

Monitoring and Adjustment for every kind of new service request operation. 

5.1. Framework Components In recent years, there has been great attention to high-

performance manufacturing systems driven by the ongoing developments in Industry 4.0, 

Internet of Things, and smart machining technologies. These advancements make it possible to 

automate the execution of complex planning and scheduling processes. The presentation 

elaborates on the capabilities of a cloud-native platform for the AI-powered automation of 

advanced manufacturing operations. The platform is designed as a microservice-based worker-

less multi-tenant application running in a cloud environment. The technologies used in its 

architecture and market leading service providers that are integrated into the platform are 

elaborated on. Two application examples are presented, showcasing the platform’s AI, 

workflow design, execution, and visualization capabilities. 

Big data and AI-based methods have successfully been employed in real applications to boost 

the performance of manufacturing systems, improved process monitoring, fault prediction, 

process optimization, predictive maintenance. Manufacturing applications of AI-based data-

driven methods are highly diverse in terms of objectives, data types, workflows, and urgency 

of the modeling process. Thus, various functional modules are typically needed for the 

development, deployment, and operation of data-based AI models. To ease the modeling of AI 

solutions, an AI model development environment akin to data science platforms is desired. 

Most of the available data science platforms are not tailored to or employed in manufacturing 

environments at scale. These systems lack the ability to integrate data from heterogeneous 

sources, provide out-of-the-box modeling workflows for frequently used algorithms or 

common business processes, support both non-native and interpretable AI algorithms and 

models, and graphically configure a rich set of operations. A key technology to automate these 
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processes are BPM systems, which are comprehensively used in manufacturing environments. 

Due to their capabilities in orchestrating automated workflows involving external applications, 

they are considered as hosting platforms for a model development pipeline. 

Equ 2: Cloud-Native Cost Optimization Function. 

 

5.2. Implementation Strategies To gain a competitive advantage in the upcoming Industry 

4.0 era, the sustainable development of manufacturing as a service ecosystems is key. 

Ecosystem-oriented strategies improve the agility of manufacturing and execution processes 

by considering new scientific and technical challenges for offers’ operationalization in 

function-oriented manufacturing service ecosystems. Furthermore, ensuring the systems 

resilience, maintainability, and evolvability from the partners’ viewpoint provides an effective 

solution to the aforementioned challenges based on realistic assumptions of initial states and 

world views. One case of application demonstrates the applicability and predictability of the 

proposed solutions. There are lots of unanswered questions for the implementation strategies 

and technological enablers of the proposed concepts and solutions for use in real environments. 

End-to-end cloud-server workflow for forecasting-based, corrective strategy selection and 

execution of unplanned disruptions is described. More precisely, cloud-powered strategies for 

growing networks of smart industry factories based on the Behavior Tree approach are 

modelled. The strategies utilize distributed Machine Learning (ML) controllers for their nodes 

that use forecasting agents to select corrective execution strategies based on the detected 

disruptions’ dynamics. This approach’s three requirements of factory communication are also 

addressed, along with its decision-making principles and the overall cloud-server architecture. 

To describe the respective constraints of the proposed cloud-server approach for the single 

multi-agent factory system, the zero infra approach is employed. 

An ongoing effort on identifying and investigating the criteria for selecting an action and 

corresponding events of a monitored task and neighbouring tasks in case of a disruption is 

presented. There are two levels of description of intervention strategies: rules and immediate 

local bounds; the latter are vision-agnostic. A behaviour tree-like representation of the 

intervention strategies, their properties and bounds are specified, along with implementation 

options and assessed effects of the constraints. 

Several case studies are examined, including assembly, e-grid system control, and future smart 

mini manufacturing. This concerns evaluation of need and applicability of the proposed cloud-

server ML-PU control strategies, selection of concepts that practically fit to the target tasks, 

preliminary experiment runs, initial designs of the respective software parts, like behaviour 

trees or needed AI services, and integration of these components into a testbed for testing and 

validating the ideas and solutions in a controlled environment after digital twin 

implementations, alongside actual post-analysis of real-world factories. 
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6. Use Cases in Manufacturing Ecosystems 

This section presents concrete applications of the use case of AI-powered automation of BSS 

operations in manufacturing ecosystems. With the increased sophistication of factory systems, 

AI technologies are also improving increasingly and proliferating into factory systems. The 

two use cases listed here showcase a cloud-native approach to overall apply AI technologies to 

manufacturing ecosystems from both cyber and physical domains. Both use cases involve 

decades of research and engineering on different process optimization methods for discrete 

manufacturing, but none is of a native cloud architecture with multi-parallelization on the 

internet scale. Manufacturing applications have proven effective to aid human decision-making 

to some extent, but pure-skilled decision automation remains a challenging problem. At this 

high complexity level, it is unclear if the rule-based or data-based approach is superior. An 

experimentation platform and any related cloud-native technology stacks will help to accelerate 

grand AI research and applications in both domains. 

Artificial Intelligence-assisted Customized Manufacturing is the application of AI technologies 

to assist customized manufacturing in the cloud computing environment. This section presents 

AI applications for the various aspects of customized manufacturing, such as architecture and 

technologies, process planning, optimization, scheduling, workflow execution, shop floor 

management, and overall intelligent decision control. The impact of AI technologies on the 

customized manufacturing systems and general challenges are also discussed. AI-assisted 

customized manufacturing evolution stages with the associated process designs, IT system 

architectures, and business models are proposed and the key technologies and associated 

techniques in the latter three stages are highlighted in terms of system performance metrics. To 

this end, research on these questions is desired, including rapid online data collection, distilled 

data processing and fusing with domain knowledge, AI technique selection, rapid AI model 

evaluation under system constraints, and explainable intelligent decision-making for shop floor 

designers and supervisors. 

Affordable AI-Assisted Machine Supervision System for the Small and Medium-sized 

Manufacturers describes the non-learned AI solution towards the low-budget doctoring of 

existing production machinery. To bypass expensive integrated PLCs, the system applies 

computer-vision-based diagnostic algorithm suites to consumer-level cameras, carefully 

engineered for the task of dynamic manufacturing environments. A system identifying the 

correlation between the states of equipment/workflow enables workers and supervisors to gain 

insight into the operational footprint. Continuous streaming of machine status and 

manufacturing operation insight opens up opportunities for handling loose, irregularly arriving 

products in high mix manufacturing lines. This cheap, overload-tolerant system can thus help 

small and medium-sized manufacturers both directly by diagnosis and indirectly by forcing 

through configuration review. 

6.1. Case Study 1: Predictive Maintenance Customer demand for more variety and 

customization is pushing manufacturing systems into more flexible, complex, and collaborative 

networks in which production processes, assets, and resources are planned, optimized, shared, 

and/or reconfigured across multiple enterprises. This new trend calls for a paradigm shift away 

from the dominant digital-connectivity model toward more capable AI-cloud-based native 

smart services that understand production semantics and context, and can offer and execute 

process and structure automation from the edge to the cloud across heterogeneous 

manufacturing systems. Though BSS and digital twins can greatly enhance the development of 

such smart services, an explicitly-defined AI-cloud-nativity with a clear service architecture 

that can orchestrate and leverage BSS and digital twins methodologically to create and operate 
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the desired smart services is still lacking. To address these challenges, a new service 

architecture concept of AI-cloud-native BSS has been proposed for the collaborative 

development, deployment, and management of cross-ecosystem, cross-enterprise, and self-

evolving BSS. 

The concept represents a break-through of the dominant monolithic product-oriented 

perspective of current BSS for manufacturing into a new service-oriented perspective on its 

architecture for time-domain-modular-on-cloud service development and deployment. Its three 

key aspects include pragmatic ontological and architectural groundings that define the semantic 

integration and modularization of BSS and AI-cloud-native ecosystem architecture; a 

systematic method on how to collaborate across multiple enterprises and integrate with many 

social digital twins to create self-evolving BSS; and a practical and state-of-the-art system 

framework that demonstrates the AI-cloud-native BSS architecture. In addition to making 

advances in the academic research on smart services and digital twins for cyber-physical 

manufacturing systems, this study can also benefit practitioners by offering a comprehensive 

blueprint on the how-to of creation, deployment, and evolution through cross-enterprise, cross-

ecosystem, and self-evolving collaborative development. 

6.2. Case Study 2: Supply Chain Optimization Supply chain networks are an essential part 

of contemporary enterprises in today’s globalized economy where components cross numerous 

borders. Instead of concentrating on one or two factories, producing components according to 

the principle of comparative advantages is becoming increasingly popular. Nevertheless, 

businesses are frequently unaware of the dangers of intermittent or complete operational 

shutdowns at their distribution centers, warehouses, and suppliers. Events that impede the 

supply chain are tough to forecast yet might have a catastrophic cascading effect on component 

suppliers and consumers. Due to numerous uncertainties linked to lead times from suppliers 

and customers, manufacturing uncertainties, and transportation uncertainties, costs rise as 

manufacturing and supply chain execution methods grow more intricate and interlinked. 

Therefore, businesses have made continuous attempts to reduce supply chain uncertainty 

through various methodologies and ideas. A cloud-native supply chain architecture that uses 

AI innovation for BSS operation workload optimization was devised to use through cloud 

provisions and service offerings of public cloud platforms. 

Due to its complexity and dynamic nature, such a solution is regarded as an intelligent nano-

machine that allows for the automation of supply chain model operation. With dependencies 

on various machine learning and AI model services, the elasticity and adaptability of the 

solution was compared to a monolith one. The architecture accounts for data and processes, so 

that the supply chain operation workload is divided into a set of microservice workflows, while 

enabling cloud-native capabilities, functionality design and interface standardization allow the 

solution to be cloud-agnostic. To address the data quality, cost and fine-granularity issues posed 

by BSS data in manufacturing ecosystems from cloud provisioning and operation perspectives, 

a sufficiency-informed EDA framework is proposed. Also proposed is a framework for using 

meta learning methods to guide the construction of AI models for BSS decision-making and 

operation workload optimization. 

6.3. Case Study 3: Quality Control Automation Quality inspection is one of the major 

processes of manufacturing companies to ensure product quality and increase customer 

satisfaction. A defect diamond on an electrical quantity of a product, even after the delivery, 

could lead to damage to reputation. Before infrastructure costs were reduced and competition 

became higher, delegation of much of the visual inspection was of no interest. However, the 
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need arises for more automated systems with the benefit of machine learning advancements. A 

monochrome camera is set up to gather images from the machining process. 

The problem left for AI engineers is to utilize information from images effectively by pursuing 

a solution space considering fully 3D models of goods and a few 2D images. The former shows 

obscured defects depending on the view angle while the latter is more complete for visual 

inspection, but depends on 2D information not utilized before. In target domains, automatic 

inspection must cope with certain numbers and injurious raw material to be deflected. In the 

machine learning step, effective training of object detection models based on YOLOv5 by 

labeling a few images is proposed. Continuous retraining of model weights can be achieved by 

an interactive tool showing efficiency to add useful labeled images through active learning. 

Image segmentation assists to improve the output of object detectors, which is convertible to 

defect types with a tiny label. Domain adaptivity of a segmentation model trained on a synthetic 

dataset provides the output of a harsh real image trained in the open domain. A comparison of 

performances and cost of the target industry using only built-in image processing and learning-

based solutions shows why the AI-enabled model is required. 

7. Challenges in Implementation 

The BSS-AI platform is a cloud-native stack-based platform, and in the cloud environment, it 

is challenging for its implementation. Several aspects should be considered including the 

collaboration of multiple parties, the use of cloud-native resources, microservice architecture 

design, homogeneous data from multiple parties, data privacy protection and real-time 

detection, and automation of deployment and testing. Multi-party cooperation for BSS-AI 

delivery. A block or middleware is usually an independent application based on the core 

technology of a public cloud. In contrast, the BSS-AI platform is composed of several 

interactions which makes the implementation of the BSS-AI platform in a public cloud tiered. 

Integration and adaptation between the automated data provision sub-platform and other sub-

platforms deliver the BSS-AI paradigm from the cross-party dimension. It also facilitates the 

integration and adaptation between the deployed BSS-AI models and the specific performance 

indicators from the factory dimension. Fundamentally utilize cloud-native resources. 

Considering the instance requirements of machines could be different and dynamically 

changed, different machine deployments would be needed based on the performance 

measurement. Given the advantage of involving more nodes, a large ML modeling usually 

needs a large number of machines with upper-tier GPUs. For the second scenario, non-trivial 

issues like high dynamic of data partitioning, scheduling, and resource provision may need to 

be raised. Efficient usage patterns of unoptimized hyper-parameters may also impact the 

performance and stability during the multiplicative stage of auto-ML. Customized docker 

images for deployed models may cause alignment difficulties between locally compiled models 

and docker images. Frequent model implementation with BSS data may incur large resources 

re-allocation overhead between instances. Design of microservice architecture. A challenge is 

the trade-off between microservice and individual deployment. The foundation of microservice 

architecture is the scalability and the APIs for communication between clouds at a SaaS level. 

Deployment of microservice services can also be demanded without this configuration. This 

raises the design of basic-level APIs and the uncertainty and complexity of the service coupling 

might also introduce higher requirements for testing. Additional load balancing and caching 

need to be taken into account to avoid performance drop-down. Homogeneous data provision 

mechanism. In practice, apparently different steps for data extraction, feature mapping, and 

data formatting from different machines may cause divergence in data processing and 

complexity rising of instance deployment. Most existing data combinations consider either 
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column-agnostic mapping or simple mapping rules with more internal transformation needed. 

An additional challenge is that non-intrusive data extraction from security-critical legacy 

machines requires specialized vendor collaboration. Data privacy protection and real-time 

detection. The first issue is that protection of key variables with ciphertext results in an extra 

challenge for the training process. Similar issues also exist in testing data provision while 

individual mock data are not applicable. Perhaps a more sophisticated protocol can be applied 

for federated learning while a full-band model prediction is needed. The second issue is 

automatic anomaly detection as the vendor should have no access to the edge-AI machine for 

safety policies. The machine was previously decided as a normal characteristic based on a post-

feature engineering approach intended to be a large broadcast instead of pre-encoded auxiliary 

information with lower-dimensional characteristics. Automation of deployment and testing. 

Although easily installable on common platforms and containers, a detailed guidance of 

algorithm curve, resource provision, and wait time are still needed for perfect understanding of 

the operation. A cloud-native approach for automated deployment and testing under quarantine 

conditions is also needed without the assistance of local engineers. 

7.1. Technical Barriers The proposed AI solutions will cover an entire methodology for the 

automation of the operations. It aims to maintain the hot data closer to the edge environment, 

granting integration with nations to remove friction on the automation deployment. It also aims 

to declutter legacy data from areas where it is inaccessible, too immature, or will be too costly 

to exploit. While those remaining data can materialize in new technological approaches, it 

would represent no added value for the automation processes under development. The AI 

agents focus on the BSS. The AI for manufacturing assets is a maturing field with impactful 

outcomes already in commercialization. Such manufacturing assets will be treated as third-

party components using an application programming interface for the deployment of trained 

models. As far as concept validation cases. The focus is on smaller sized proof of concept cases 

aiming to test the minimum viable EGs. Such a minimalistic deployment will allow learning in 

a more controlled environment. The future BSS automation will strive for a larger scope of 

automation cases. A reference architecture for the enabling technologies is covered, indicating 

the responsibility assignment to partners in the project. It is envisioned that cloud-native 

technology will support the cross-industry applicability and reusability of the proposed 

architecture. The ability to run applications, such as the proposed ones, in a pulled manner and 

orchestrated on a cloud-native environment brings several advantages. Those include a 

blossoming ecosystem of cloud marketplaces with retrievable plug-and-play applications, the 

ability to scale up and down resources depending on the need, as well as increased robustness 

and isolation of the services. 

Cloud-native technologies are still maturing alternatives, and there is uncertainty in the 

adoption curve for companies. Any provided solution must include consideration for 

companies with no cloud-native infrastructure and advise on possible investment paths. 

Another relevant topic is the digital twin for the AI agents, where an agent cannot only simulate 

its impact on the operation but can co-pilot a retrain process using production data and in 

collaboration with the data science team for its own improvement. Finally, the applicability of 

agent-based technologies in other aspects of the plants, for instance, their supply chain, is 

envisioned as a possible extension. 

7.2. Cultural Resistance During the Industry 4.0 age, the seamless integration of new 

technologies, such as AI-based ones, is essential for successful business digitization. In this 

regard, besides, e.g., ERP systems, that are widely used in general in all production companies, 

AI-based BSS often called desk robots, work collaboratively with humans and are designed to 
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increase human productivity and creativity in white-collar workplaces. But similar to every 

new technology, these software robots may be subject to cultural resistance. If not examined, 

these cultural factors can limit expected business advantages and prolong the fine-tuning, 

usability, and acceptance time. Cultural factors influencing the success of the desk robots may 

vary in different business environments. This study explores this broad field and provides 

practical prevention strategies. The recent transformation of the manufacturing process towards 

flexibility, reconfigurability, and customization poses new challenges to manufacturing 

operators. Increasing demands for manufacturing environment reconfigurability, modularity, 

and online formation emphasize the importance of modular production systems and approaches 

to their design and control. Furthermore, these approaches must support the production 

operators’ growing autonomy. To tackle the above issues, a Human Digital Holon (HDH) 

architecture is proposed that enables bridging the communication gap between production 

operators and heterogeneous production assets, and enhances the simplicity and insight of HDH 

interactions. Four levels of the desk robot implementation process can be distinguished, each 

associated with a timeline and a degree of flexibility (fixed vs. variable). During the first level, 

an easy-to-implement task executing the algorithm might be developed. During the next levels, 

more configurable or flexible office processes-attended by desk robots-might be generated 

from scratch. The latter levels are usually considered the domain of IT or RPA departments, 

and it is extremely unlikely to encounter them before the full implementation of the latter steps. 

The goal of this research is to determine the business parameters and influences, and cultural 

factors, that affect whether a business task will be automated by desk robots in the first place. 

The results were collected by rounds of discussions with professionals working in the BSS and 

desk robot automation domains. The omnipresent cultural resistance appears to be a significant 

and common deterrent to wider desk robot implementations. More specifically, it keeps E2E 

processes fragmented, limits the truly usable output of automation, transfers solely low-level 

tasks to desk robots (easy process hand-off), delays RPA implementations, and hinders the 

development of accompanying technologies. 

7.3. Data Privacy Concerns Generally, data protection has been a concern for the privacy of 

both individuals and organizations. Various laws and regulations around the world have been 

documented to protect data privacy by constraining the data processing power of organizations 

but enabling its use by individuals. The most important one on a global scale is the General 

Data Protection Regulation (GDPR), enacted by the European Union (EU) parliament in 2018. 

GDPR establishes various data privacy principles that an organization must comply with, 

including: legality, achieve purpose limitation, accuracy, retention for a limited period, 

integrity and confidentiality, accountability, transparency, limitations imposed on children, 

data minimization and restrictions on transfers outside the EU. Any violation of GDPR leads 

to severe fines. For example, Amazon was fined 746 ml Euros by the EU for breaching these 

principles and misusing customer details. As various European data protection authorities 

(DPAs) coordinate and cooperate for the evaluation and approval of high-risk AI systems, these 

DPAs and their national supervisory authorities (NSAs) are empowered to impose fines, and 

they may take enforcement actions across EU member states. The severity of fines is tiered 

with three transfer levels in compliance with GDPR. In particular, a fine of up to 20 ml or 4% 

total worldwide annual turnover, whichever is greater, is allowed for the most serious 

infringements, including unlawful and excessive processing of personal data. All organizations 

must comply with these principles to use data in the EU or from EU states. New punitive actions 

on data misuse are taking shape at global and transnational levels, which are even harsher than 

GDPR. Organizations that control servers in these places must comply with access and data 

log requests from authorities. Due to the concerns surrounding the exploitation of data mining 

and artificial intelligence (AI) technologies, Data-Industrial Complexes became targets of 
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public scrutiny and aggressive, punitive regulations around the world; organizations that have 

collected enough data and can capitalize over them became the most scrutinized ones. The 

advent of big-data mining and AI pushed public awareness further. Analytics and AI use 

various techniques to repurpose and process the data, which heavily modifies the data it affects. 

A huge threat is the copy of the data and the models in the systems that can result in orphaned 

citizen-dependent long-term costs, burdens, scarring and consequences. 

8. Future Trends in AI and BSS 

Towards BSS 5.0 Stampede, many uncertainties and challenges exist to be addressed. Firstly, 

the introduction of AI technologies provides opportunities for developing intelligent BSS, 

while it also brings risks of giving the control of BSS to AI agents. Secondly, there are debates 

on the system performance assessment metrics and the prosperity and development of the BSS 

ecosystem. Thirdly, system architecture is a challenge. The success of autonomous BSS 

requires flexible architecture and “micro-server” technology. Low-latency edge computing is 

also essential for the decentralization of the BSS architecture. Fourthly, the universal digital 

twin framework is still in lack. The open question is how to measure the degrees of freedom in 

the virtual space and the coupling with the physical space. Lastly, an intelligent evaluation 

framework for the abundance of enterprise sustainability of the BSS ecosystem is in need. 

Social and technical excellence can ensure optimal and intelligent collaboration. 

There remains the risk of academic isolation due to increasing specialization. A more lateral 

road map across different domains is needed. With the growing number of sustainability 

“champions”, common reduced criteria of sustainable suppliers are warranted. Moreover, a 

better combination is demanded of expert tools and non-expert crowdsourcing efforts. Improve 

tools’ design by mixing competitive top-down interventions and cooperative bottom-up ones. 

Leverage generative products and distributed ownership in large public goods. Encourage 

standardization to ease sharing by mitigating liability concerns. Privacy could also be better 

mixed with targeting, through for instance, watermarking. Third-party tracking and cross-site 

scraping should be outlawed. Open the way towards competent non-targeted online advertising 

with methods anonymizing individual signals that are divulged to the ad market. 

Economies of scale might favor a few private actors dominating AI fundamentals and 

technologies. Ensure the right structure and urgency of AI standardization. Monitor the silent 

rise of industry standards that can cement a lock-in position. The governance framework should 

combine a technical level, with focus on solvers, and a political one, seeking techno political 

openness. Hybrid actors connecting the two levels might help gather attention and create 

accountability. An independent watchdog should monitor tech companies and public 

authorities’ actions against constraints and principles enshrined in the framework. 

          

Fig 5: Future Trends in AI in BSS. 



Shabrinath Motamary 1847 

 
 

8.1. Emerging Technologies                                                               

i. The Emergence of Cloud-Native Technology 

The rise of cloud-native technology has enabled efficient and economic access to massively 

parallel computing, a prerequisite to scalability in AI workloads. The combination of 

programmable logic devices, distributed computing clusters, and greenness via digital twins 

opens the way to a new frontier straddling both the edge and the cloud. Edge AI has already 

entered the automation domain, with numerous startups and initiatives introducing competitive 

products. In major industrialized regions, there is an increase in fundings, accelerators, and 

dedicated offices for startups addressing AI on Edge use cases. 

The question of AI-driven automation is now looking for an effective response, and in a timely 

way, as HMI environments and device-management technologies promise to bridge the gap 

between long-standing industrial or manufacturing knowledge and AI. Countries, regions, 

nations, and companies worldwide are investing for an effective AI adoption agenda. Current 

industrial pragmatism foresees that hybrid automation strategies for Advanced Process Control 

will be the fabric needed for minimizing risk exposure and guaranteeing a smooth transition 

from current industrial decision and control systems to innovative deep learning models 

executing on the Edge. 

Hybrid process control comprises human- and model-reactive controllers acting on time-series 

abnormal situations while relying on persistent and current observation of industrial 

phenomena interrogated in the past automaton. Both domains, office and site, have diverged 

for many years in technologies, domains, languages, and competencies. Cross-domain 

knowledge elicitation is serious and daunting under conventional thinking, but it is essential in 

driving the transition towards effective edge AI. Meaningful and actionable knowledge is 

systematic, latently or fully obvious at free will, encoded in a myriad of interconnected 

ontologies, inconsistent terminologies, or temporal knowledge ontology golden standards. It is 

incomplete, uncertain, or risky under an arbitrary approach, but simultaneity or timestamping 

can manage raw vast amounts of free-sensed big data streams. Knowledge galvanization starts 

from an exhaustive and global mapping of each technology/capability/system as an ontology 

tailored to the scheduled perimeters. Systems’ behaviour is described in terms of the input-

output mapping in the knowledge gaps where cross-domain flow knowledge elaboration must 

occur. Initially, inferential rules could be used in marking valid off-line expertise to be 

progressively adapted to the online environment of data streams and new situations. 

Equ 3: AI-Driven Incident Resolution Probability. 

 

8.2. Predictions for the Next Decade The discourse on job loss due to automation in the BSS 

operations segment has raged on for more than a decade. Predictions that the impact of AI will 

be felt in the manufacturing sector in the next ten years on rough par with almost any white-

collar industry have been made. Knowing that making intelligent systems trainable and 

explainable for workers in the production environment is one avenue with which to address 

workers’ fears is paramount. This explains why automation should be implemented on a 

modular basis. IT solutions should be devised in such a way that they are comprehensible for 

employees, support human creativity rather than replace it, and lead to increased productivity. 
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Following on from these points is the importance of visualization and the symbiosis of AI 

tailored for manufacturing operations and explainable AI. 

AI-enhanced platforms in the IoT cloud ecosystem enable user empowerment rather than 

creating new abstractions. Near real-time, human-centered decision support on 

multidimensional data is just as essential as the user-centered design of cloud-native 

environments. Workers need to efficiently compartmentalize and interact with incoming local 

requests from production systems and their stakeholders. As such, there is a need for more 

robust, federated, cold-start solutions that can be bound to individual assets with clear 

production intents and constraints. Architectures compatible with low-TRL production systems 

in operation today that open cores to tech stack agnostics for the safe and anticipatory handling 

of comprehensive explainable data agendas will be crucial. 

9. Conclusion 

The significant increase in the complexity of the BSS manufacturing architecture represents 

the failure of current BSS systems in supporting standard, cost-effective, and fully automated 

digitization processes inside the manufacturing ecosystems. Some works propose cloud-native 

solutions that allow full automation of BSS system operation processes and interoperability 

among different software inputs. Nonetheless, a cloud-native BSS system architecture is 

presented where all advantages of a cloud-native solution for manufacturing systems to add the 

cybersecurity risk mitigation level are discussed. Essentially, BSS cloud-native autonomic 

control solution architecture is introduced. Also, an implementation framework is presented to 

enable its immediate application to other BSS systems. 

         

Fig 6: AI-Powered Automation of BSS Operations in Manufacturing Ecosystem. 

Long-term IT evolution has made it possible to apply similar cloud-native standards to BSS 

systems, too. From that moment on, cloud-native approaches have been used in various IT 

fields where transformation is essential and operation costs and risks must be effectively 

mitigated. Still, manufacturing systems, where BSS systems are mostly integrated, have 

traditionally been poorly digitized due to their particularities: long and expensive 

transformation processes guided by numerous industry standards and regulations, a high level 

of historical codebases complexity, and risk-averse cultures. Among them, BSS systems 

complexity means long-standing interoperability, security, and integration challenges. 

However, recent research breakthroughs and the pressing need for BSS systems digitalization 

have triggered initial cloud-native manufacturing system developments focused on measuring, 

monitoring, and mitigating cloud-native BSS systems cyber-risk. The configuration of baseline 

hardware and software components that could fulfill the cloud-native premise has been 

presented along with the mechanism used to link these components and the logic governing 

their function modes. On the other side, the cloud-native response to the security risk in the 

manufacturing ecosystem, in particular when new Field Radio-Frequency Identification 
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manufacturers are integrated into Cloud-Edge Cyber-Physical Systems platforms, has been 

investigated. 
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