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Abstract:

The research work presents a comprehensive overview of the development of an innovative
system, named as BlockRx, a Block-chain based medical records system aimed at addressing
the inherent challenges in traditional healthcare data management systems. It begins by
elucidating the current impediments faced by conventional healthcare systems, emphasizing
issues such as data fragmentation, security vulnerabilities, and interoperability gaps. The
Block-chain technology is introduced as a potential solution to these challenges, setting the
foundation for the proposed (BlockRx) research work.

Index Terms: Blockchain, Crypto Currency, Ethereum, Solidity.

1 Introduction

In recent years, there has been a notable rise in medical practices, focusing on enhancing
individuals' quality of life. As our society becomes increasingly data-driven, the significance
of information systems in improving healthcare accessibility and efficiency cannot be
overstated. With the advent of! technologies like information systems and cloud computing,
users can conveniently access their healthcare data with a simple click, transforming the
traditional doctor centric healthcare model. However, the reliance on centralized repositories
for storing medical records poses significant concerns regarding privacy, accessibility, and
security [1].

At present, the predominant method employed by medical institutions for storing patients'
medical data involves a blend of traditional paper medical records and centralized medical data
management systems. Nevertheless, this particular medical system is susceptible to significant
risks of privacy breaches. Hence, there is an undeniable societal momentum toward
transitioning from centralized medical data management systems to distributed medical data-
sharing systems. As most medical and health institutions operate in isolation, they individually
store and manage medical health data, effectively creating data silos. This situation not only
hampers the comprehensive, long-term tracking of patients' disease progression but also results
in redundant duplication of medical equipment and a substantial waste of medical health data
resources [2].

1.1 Rationale for Decentralization

In the management of health records, vital information such as prescriptions and medical
prognoses originates from diverse sources. Presently, this sensitive data is stored in physical
file repositories or centralized databases, susceptible to single points of failure. Moreover, the
fragmented nature of these systems inhibits seamless access to records across different medical
institutions, compromising patient care. Ensuring tamper-proof records accessible only to
authorize individuals, typically from medical institutions, remains challenging and prone to
errors. Introducing a personal ledger could streamline the record-keeping process and maintain
a chronological
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timeline of reports.

1.2  Benefits of Blockchain Solution

A proposed remedy to these challenges is a blockchain-based electronic health record system,
offering features to address existing shortcomings. By adopting a user-centric and decentralized
approach, the proposed system eliminates reliance on a single governing institution.
Blockchain, as a public database shared across multiple computer systems, enhances
accessibility and transparency. Implementing a permissioned blockchain minimizes the
presence of malicious actors, ensuring data security and integrity. Furthermore,
decentralization allows individuals swift access to their personal information while
safeguarding against tampering attempts. The inherent stability of blockchain technology,
coupled with encryption measures, makes it a robust solution for storing sensitive healthcare
data, providing a viable alternative for patient health record management. EHRs function as
patient-centric, real-time records that swiftly and securely grant authorized users access to
information. Innovations in this field primarily aim to enhance customer service, security, and
other aspects of the medical industry. EHR and EMR systems, which manage and transmit vast
amounts of medical data daily, offer these benefits. An EHR system surpasses clinical data
captured in a provider's office, providing a comprehensive view of patient care by incorporating
health and treatment histories. These records encompass crucial details such as health
descriptions, administrative tasks, and legal documentation [3].

Smart contracts, operating within blockchain's decentralized consensus mechanism, streamline
data handling and transactions by eliminating the need for intermediaries. Blockchain embodies
several essential features decentralization allows global data management without central
control; transparency ensures all network data is accessible to every node; open-source nature
permits public scrutiny and application development; autonomy empowers secure transactions
through consensus-driven data control; immutability ensures permanent, unalterable records;
and anonymity facilitates trustless data transfer and transactions. These elements collectively
enhance the efficiency, security, and transparency of blockchain-based systems,
revolutionizing various industries [4].

Table 1: Types of Blockchain

Srno Type of Blockchain Purpose Example
1 Public Non-restrictive, permission-less distributed Bitcoin, Litecoin,
ledger system Ethereum
2 Private Operating in closed network as restricted or Multichain and
permission based blockchain Hyperledger projects,
corda
3 Consortium Semi-decentralized type, greater than one  Energy web Foundation,
administrator or organization has R3

management rights to blockchain network
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4 Hybrid Mixture of the public and private Dragon-chain
blockchain network. Using
combination of feature of both types
of blockchain
enabling a private permission-based
system and public permission-less
system

1.3 Web3

Centralization has played a vital role in facilitating the widespread adoption of the World Wide
Web, establishing a reliable and resilient infrastructure. However, it has also led to a scenario
where a few centralized entities wield significant control over substantial portions of the web,
dictating what content is permissible. In response to this challenge, Web3 has emerged as a
solution. Unlike the centralized model dominated by tech giants, Web3 champions
decentralization, where the web is constructed, managed, and owned by its users. By
decentralizing power, Web3 empowers individuals rather than corporations. Before delving
into Web3, it's essential to understand the journey that has brought us to this point. The concept
of 'Web 3.0' was introduced by Ethereum co-founder Gavin Wood in 2014, shortly after
Ethereum's launch. Wood articulated a response to a prevalent concern among early
cryptocurrency adopters: the excessive trust demanded by the Web. Essentially, the existing
web infrastructure relies heavily on trust in a small number of private companies to prioritize
the public's interests [5].

1.4 Staking in Blockchain

Staking is a process commonly associated with blockchain networks and cryptocurrencies,
where users participate in the network by holding and locking up a certain amount of
cryptocurrency in a wallet to support the operations of a blockchain network. Here are some
key points about staking: Purpose Staking helps secure the network, validate transactions, and
create new blocks. In proof-of-stake (PoS) and related consensus mechanisms, it is an
alternative to the proof-of-work (PoW) mechanism used by Bitcoin and other early
cryptocurrencies, which relies on computational power. Rewards Participants who stake their
coins can earn rewards, typically in the form of additional cryptocurrency. These rewards are
incentives for users to continue staking and contributing to the network's security and
operations [6].

Lock-up Period: When staking, the crypto currency is often locked up for a specified period,
during which it cannot be transferred or spent. This period varies depending on the network
and its rules.

Validators: Those who stake their coins may become validators, nodes responsible for
validating transactions and maintaining the blockchain. The selection of validators is often
based on the amount of crypto currency staked and other criteria specific to the blockchain's
protocol.

1.5 Role of Staking In Securing EHRs via Blockchain

In a blockchain-based system for securing medical records and Electronic Health Records
(EHRs), staking can play a crucial role in enhancing security, incentivizing network
participation, and ensuring efficient governance. Here's how staking can be integrated into such
a system
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1.5.1 Network Security

Staking helps secure the blockchain network by encouraging participants to lock up tokens in
a smart contract. In the context of medical records, this means that the nodes or validators
responsible for maintaining the blockchain are financially committed to acting honestly. If a
node attempts to alter records maliciously, it risks losing its staked tokens, thus deterring
fraudulent activities [7].

1.5.2 Incentivizing Participation

For a blockchain network managing EHRs, it is vital to have widespread participation to ensure
decentralization and reliability [8]. By offering staking rewards, the network can attract more
participants, including healthcare providers, patients, and data custodians, to become validators
or delegates. These participants help in validating and verifying the transactions, thus
maintaining the integrity of the medical records stored on the blockchain.

Total supply 100M

Figure 1. Total Supply

1.5.3 Data Integrity and Immutability

Staking mechanisms can ensure that only authorized and validated entities can make entries or
changes to the medical records on the blockchain. Validators who stake tokens are responsible
for confirming the legitimacy of transactions, which includes the addition of new records or
updates to existing records. This process helps maintain the immutability and accuracy of the
EHRs [9]. Staking can provide governance rights to participants. Token holders who stake their
tokens can be granted voting rights, allowing them to participate in the decision-making
processes related to the network's operations and policies. This democratic approach ensures
that changes to the system, such as protocol updates or policy modifications, reflect the
collective will of the stakeholders, thereby enhancing trust and transparency in the management
of medical records [10]. In a blockchain system for EHRs, resources such as storage and
computational power need to be efficiently allocated. Staking can help prioritize these
resources, ensuring that the most committed and reliable nodes have a greater role in
maintaining the network. This ensures that the network remains robust and efficient, even as it
scales to accommodate more medical records.

1.6 Token Staking in BlockRx
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Token staking in the context of BlockRx involves locking up a certain amount of BlockRx
tokens (BCKR) in a smart contract to participate in the network's consensus mechanism and
earn rewards. This process helps secure the blockchain network and incentivizes token holders
to actively participate in its governance and operation. By staking BlockRx tokens, holders can
earn passive income in the form of additional tokens, contributing to the network's security and
decentralization. Additionally, staking may provide governance rights, allowing stakeholders
to influence the decision-making processes of the BlockRx platform [11].

PLAN 1 PLAN 2
I month STAK“'G plA" 2 montt
3 parcent 5 percent

Figure 2 Staking Plans of BlockRx

2 Literature Review

In the past, researchers have explored the idea of using blockchain technology to manage
medical data. They've found that blockchain offers several advantages over traditional file
systems. Unlike regular files, which can be prone to loss, damage, or unauthorized access,
blockchain provides a more secure and reliable way to store and manage sensitive medical
information. This is because blockchain technology uses cryptographic techniques to create a
decentralized and tamper-resistant record of transactions. With blockchain, medical data is
stored in a distributed network of computers, making it less vulnerable to single points of failure
or potential breaches. Additionally, blockchain technology ensures the integrity and
authenticity of medical records, reducing the risk of errors or fraudulent activities. Overall, the
use of blockchain for managing medical data holds promise for enhancing data security,
integrity, and accessibility in healthcare systems. Blockchain technology, known for its
decentralized data storage and robust security, holds great promise in healthcare. It addresses
key challenges such as data protection, sharing, and interoperability, enhancing security, data
exchange, and real-time access. Its applications range from managing medical records to
tracking drug supply chains, improving logistics management, and simplifying consent
processes. Blockchain also fosters trust among stakeholders and enhances patient outcomes,
particularly in clinical trials and fraud prevention. While challenges like expertise shortage
persist, its future scope includes improved security, interoperability, and efficiency across
healthcare domains, revolutionizing data management and patient care globally [12].

A systematic review assesses the status and potential of blockchain-based personal health
records (PHRs), highlighting their promise in empowering patients and addressing privacy
concerns. Analyzing 58 articles, the review reveals a recent shift from conceptual ideas to
prototype development, primarily in engineering and computer science fields, focusing on
permissioned blockchains and off-chain storage. Despite progress, most implementations
remain conceptual, indicating a need for continued development and interdisciplinary
collaboration to address scalability challenges and integrate with existing healthcare systems
[13].

A healthcare information security storage solution combines Hyperledger Fabric to
address the privacy and sharing issues of medical data. Storing the information on a tamper-
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proof blockchain ensures data security and integrity. The use of IPFS technology helps alleviate
the storage burden on the blockchain. Experimental results demonstrate that this combined
approach ensures secure storage and integrity of medical information while maintaining high
throughput during data access. Compared to existing methods, the solution offers reduced
blockchain storage pressure, enhancing overall system performance. Future work is suggested
to optimize distributed system performance using clusters, explore more efficient consensus
algorithms beyond Kafka, and address blockchain storage challenges more fundamentally. The
proposed approach builds on previous work by using off-chain storage for medical data. Actual
data is stored in an external centralized database, while only the data hashes are stored on the
blockchain. This method leverages blockchain's security and integrity features to detect
tampering with off-chain data, addressing blockchain's storage limitations by offloading data
to a conventional cloud server. This hybrid model combines blockchain's security with
traditional cloud storage's efficiency, ensuring secure and efficient management of sensitive
medical information [14].

3 The Proposed Model

The large-scale, complex, and rapidly growing nature of medical data makes finding an ideal
storage method challenging. Fortunately, the emergence of blockchain technology in recent
years offers new solutions for secure medical information storage. Data stored on the
blockchain is encrypted, rendering it immutable and resistant to decryption. Transaction
authorization relies on a personal identification key, ensuring that healthcare providers can
access patient data only with explicit blockchain record access. This approach enhances patient
data security while enabling selective sharing with authorized service providers. Blockchain
technology also verifies the authenticity of anti-counterfeiting measures and establishes
ownership proof of medical records. Users' signatures validate the health data's integrity.
Healthcare metadata is consolidated within a single block for each patient, while large data
files like images or reports are stored in a cloud storage system [15]. The blockchain stores
corresponding hash values or metadata, referencing access to specific files on the cloud. The
transition from document-based storage systems to Electronic Health Records (EHR) has raised
concerns regarding ownership and security, with crucial data vulnerable to breaches. EHRs
comprise digitized medical histories, encompassing diagnoses, treatments, follow- up
appointments, allergies, lab results, and optionally, family histories. This sensitive data
necessitates strict privacy measures, accessible only to legitimate entities. Blockchain
technology has emerged as a solution for a secured data sharing, offering features like
immutability, security, and reliability. Its decentralized nature ensures network security and
stores data in an immutable ledger, facilitating authorized access to health records while
reducing errors and enhancing accuracy and accessibility. Ethereum and Hyperledger are
prominent blockchain platforms used for enterprise purposes, with Ethereum offering a
permissioned network and high transaction performance. Ethereum aims to integrate and
enhance scripting, cryptocurrencies, and on-chain meta-protocols, enabling users to own and
securely share their data records.

4 Methodology

The blockchain-based hospital management system is designed to transform healthcare
administration by harnessing the power of blockchain technology. This innovative system aims
to enhance security, transparency, and efficiency in managing hospital records, patient data,
and token-based incentives. The project comprises several key components, including the
project, hospital contract, which manages hospital operations such as patient record creation,
doctor assignments, and access control, facilitating interactions between hospitals, doctors, and
patients. Additionally, the BlockRx contract handles token staking functionality, enabling users
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to stake tokens, earn rewards, and manage staking plans, thereby incentivizing participation
and contributing to the sustainability of the ecosystem [16]. The WAGMI library plays a crucial
role in facilitating Ethereum wallet management and transaction handling, streamlining user
interactions with the blockchain. Data collection involves gathering requirements from
stakeholders like patients and healthcare providers, and conducting an analysis of existing
traditional hospital management systems and token staking platforms. Hardware requirements
include standard computing hardware for development and testing, while software
requirements encompass a Solidity compiler for smart contract development, web development
tools for frontend implementation, and the WAGMI library for managing Ethereum wallets
and transactions.

The implementation phase covers the development of smart contracts, including a detailed
analysis of the project_hospital and BlockRx contracts, and a description of state variables,
mappings, structs, and functions. It also involves deploying and testing the smart contracts. The
hospital management features include patient registration, record writing, and access control,
while the token staking features cover staking, unstaking, and reward calculation. Frontend
integration involves designing and implementing user interfaces for seamless interaction,
integrating with smart contracts to enable frontend-backend communication, and utilizing the
WAGMI library for managing Ethereum wallet connections and transactions. The deployment
and maintenance phase involves deploying the smart contracts on the Ethereum network and
providing guidelines for ongoing maintenance, including version upgrades and bug fixes.
Finally, the analysis phase involves compiling the entire product, testing it, and analyzing its
performance. The tools and technologies used in this project include VS Code, Remix IDE,
Node.js, Wagmi, and MetaMask [17].

5 Analysis

In this phase identification is done when the software is completely built according to the
methodologies that were planned. After this testing is to be done in order to seek out all the
requirements that were to be met while developing. Such as that website is working properly
it’s showing the correct result when an activity is performed that could be a login by a user or
admin after the implementation, the application should undergo thorough testing to ensure it
functions as expected. Verify that staking, unstaking, and status checking actions are correctly
logged and handled. - Ensure that the input values for “amount™ and “plan” are properly captured
and utilized in the event handlers. Check that the Ul is responsive and that all elements are
properly aligned and styled. - Ensure that user inputs are easy to enter and that forms are
intuitive to use. Evaluate the application’s performance under different usage scenarios to
ensure it remains responsive. The system architecture is designed to facilitate secure and
transparent management of hospital records and incentivized staking using blockchain
technology. It leverages smart contracts deployed on the Ethereum blockchain for backend
operations and interacts with a frontend application to provide a user-friendly interface.
Additionally, the architecture incorporates the use of the "WAGMI" tool". This tool is
integrated into the system to foster community engagement and incentivize participation [9].
The overall system architecture consists of two main components: the backend smart contracts
written in Solidity and the frontend application built using web technologies. The Solidity
contracts handle the core functionalities such as managing hospital records, stake management,
and token rewards. On the other hand, the frontend application provides users with interfaces
to interact with the smart contracts, view hospital records, stake tokens, claim rewards, and
engage with the "WAGMI" tool [18].

7 Results

Table 2: BlockRx Transactions Records

TransactionStat Method BlockNo DateTime (UTC) From From_NametaTo
us To_NametaQuantity
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0x8f2413d5SucStake 9066169 7/4/2024 15:22 1E-17
cess 0x06D96009409282BF6480x9h3B573745dfaeb7

a
Oxee22dbl Stake 7861078 6/4/2024 12:20 1.5E-
Success 0x06D96009409282BF6480x9h3B573745dfaeb717

a
0x160f031dSucStake 7860995 6/4/2024 12:17 1.5E-
cess 0x06D96009409282BF6480x9h3B573745dfaeb717

a
Oxb7774fd9SucStake 7788127 6/2/2024 17:15 1E-17
cess 0x06D96009409282BF6480x9h3B573745dfaeb7

a
0xe4f06e50Suc Unstake 7777388 6/2/2024 10:55 8E-16
cess 0x06D96009409282BF6480x06D96009409282B

F
0xe4f06e50Suc Unstake 7777388 6/2/2024 10:55 3.2E-
cess 0x00000000000000000000x06D96009409282B 17

F
0xcba338a0SucStake 7777337 6/2/2024 10:53 1E-16
cess 0x06D96009409282BF6480x9h3B573745dfaeb7

a
0x23ddf889SucStake 7773980 6/2/2024 8:54 1E-16
cess 0x06D96009409282BF6480x9h3B573745dfaeb7

a
0x0c568fecSuc Stake 7772973 6/2/2024 8:18 1E-16
cess 0x06D96009409282BF6480x9h3B573745dfaeb7

a

This table is a record of blockchain transactions, detailing various aspects of each transaction.
Each entry includes a unique transaction hash, ensuring that every transaction can be distinctly

identified. The status column indicates

the outcome of each transaction, with all entries in this table marked as "Success". The method
column specifies the type of transaction, which includes "Stake" and "Unstake™ actions. The
block number column provides the specific block in which the transaction was recorded, while

the date and time column, displayed in UTC.
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BlockRx Top 100 Token Holders

Source: amoy polygonscan.com

OTHER ACCOUNTS

0x9b3b573745dfaeb7aeda6840c09ed935f894b2ac — B

0x06d96009409282bf6486c58ac38ada597f698431

Figure 3: Token Holders
7.1 Enhanced Data Security and Privacy

The implementation of the blockchain-based medical records system has demonstrated
significant improvements in data security and privacy. The decentralized nature of blockchain
technology ensures that electronic health records (EHRs) are stored across multiple nodes,
reducing the risk of data breaches and unauthorized access. Additionally, the use of
cryptographic techniques ensures that patient data is encrypted and can only be accessed by
authorized parties. This robust security framework effectively mitigates the risks associated
with centralized data storage systems.

7.2 Data Integrity and Immutability

One of the standout features of the blockchain-based system is its ability to maintain data
integrity and immutability. Once a medical record is added to the blockchain, it cannot be
altered or deleted. This immutability provides a reliable audit trail, ensuring that any changes
to patient data are transparently recorded and traceable. The integrity of medical records is
crucial for accurate diagnosis and treatment, and the blockchain system guarantees that the data
remains unaltered and trustworthy. The system's design prioritizes interoperability, allowing
seamless integration with existing healthcare infrastructure. By adhering to established
healthcare standards and protocols, the blockchain-based system can exchange data with other
electronic health record systems and healthcare providers. This interoperability facilitates
efficient and secure data sharing among different stakeholders, enhancing collaboration and
continuity of care. Scalability is a critical consideration for any healthcare system, given the
vast amount of data generated daily. The blockchain-based medical records system has been
designed to handle a large volume of transactions without compromising performance. By
utilizing Ethereum (Solidity) for smart contracts and a robust backend built with Node.js, the
system can efficiently manage and process extensive datasets. This scalability ensures that the
system can accommodate growing healthcare needs and expanding patient databases.

Ensuring compliance with healthcare regulations such as HIPAA (Health Insurance
Portability and Accountability Act) is paramount. The blockchain-based system has been
designed with regulatory compliance in mind, incorporating features that align with legal
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requirements for data protection and patient privacy. This compliance not only safeguards
patient information but also enhances the system's credibility and trustworthiness among
healthcare providers and patients. The user interface, developed using React, provides an
intuitive and user-friendly experience for healthcare professionals and patients. The interface
allows for easy access and management of medical records while maintaining stringent security
protocols. User feedback has highlighted the system's ease of use and the efficiency of
accessing and updating patient information [19].

7.3 Performance Metrics

Initial testing and deployment of the blockchain-based medical records system have shown
promising performance metrics. Key performance indicators include:

« Transaction Speed: The system can process transactions quickly, ensuring that medical
records are updated in real-time.

« System Uptime: The decentralized nature of the blockchain ensures high system
availability and reliability.

- Data Retrieval Time: Users can retrieve patient records promptly, facilitating timely
medical decisionmaking.

Patients have greater control over their medical data with the blockchain-based system. They
can grant or revoke access to their records, enhancing their autonomy and involvement in their
healthcare journey. This empowerment is a significant step towards personalized and patient-
centered care.

8 Conclusion

In conclusion, the blockchain-based medical records system detailed in this research work
offers a comprehensive solution to the challenges inherent in traditional electronic health record
(EHR) systems. Through the use of blockchain technology, the system ensures decentralized
data storage, prioritizes patient privacy, and empowers individuals to control access to their
health information securely. Additionally, the unique integration of token staking introduces
an innovative incentive mechanism, encouraging user participation and contributing to the
sustainability of the ecosystem. This feature enhances user engagement and offers potential
benefits in terms of community involvement and long-term system viability the system's
successful implementation promises a transformative impact on healthcare data management,
ensuring enhanced security, privacy, and accessibility for all stakeholders involved.
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