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Abstract 

IoT is one of the key areas of future research due to its real time applications for industry. 

IoT Applications take more attention from industry and different projects are in progress 

for safety of end user in smart future. Security is one of hot research area in future 

applications of IoT and security and privacy playing a key role for implementation of 

applications in real time environment and ensure the end user privacy. In this paper, we 

will discuss the importance of security in different types of IoT applications and discussed 

the security on different levels like security issues on sensing layer, on network layer, 

middleware layer and application layer and then provide the best solution according to the 

recent research of different researchers IoT security using Blockchain and security on 

different Attacks. Smart Home and Smart City are two major applications of IoT and end 

users are more concern about their privacy of data and successful implementation of IoT 

applications require to develop the user trust in IoT applications. 

Index Terms: Security, Privacy, Trust, Applications, Blockchain, End user. 

1. Introduction 

 1The Internet is connected computer networks globally with standard protocols like: 

(TCP/IP) to provide trillions of users around the world. As it is a network of networks that 

contain billions of publics, private, business, academic and government networks for both 

locally and globally they relate to the broad range of electronics, wireless and networking 

technology [1]. There is a wide range of connectivity applications in M2M like: smart cities, 

smart retail, smart environment, smart grid, and smart farming [2]. The Fig 1 represents the 

past, present and future of IoT architecture. In future, the devices cannot only connect with 

the internet, but can also the devices can communicate with each other through internet. 

Here we have the concept of SIoT is a social networking in which the user can connected 

with the devices and the users to share the devices along the internet [3]. The wide range 

of IoT application also have security and privacy issue like management issue, privacy 

issue, authentication issue and security issue etc. to secure the IoT environment is more 

challenging than to secure the IT devices. 
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Figure 1: Present and Future of IoT [4] 

 

Table 1: Security Comparison of IT devices and IoT devices [4] 

IT Devices IOT Devices 

• Wide range of IT security. 

• Wide range of IT devices which are 

rich in resources need more care. 

• Wide range of IT is 

dependent on devices which are rich 

on resources 

• For the wide range of security and 

lower capabilities more complex 

algorithm can be implemented. 

• High security is maintained by 

homogenous technology 

• Widespread of IoT security. 

• IoT devices can be installed with 

security issues. 

• IoT systems consists of devices that 

have some limitations in terms of 

hardware and software. 

• Only lightweight algorithm is 

considered. 

• Heterogenous technology with IoT 

can produce a large amount of 

heterogenous data that can increase 

the surface attack. 

 

 

Due to all these kinds of IoT issues have different kind of cyber threats. As there is already 

many security and privacy attacks on the implemented IoT applications worldwide. In the 

last quarter of 2016, the Mirai attack was almost infected around 2.5 million devices that 

are connected to the internet through (DDoS) attack. After the Mirai attack the Hajimi and 

Reaper are another big botnet attacks against vast range of IoT devices [5]. The domain if 

IoT is expanded to things and objects. The successful implementation of IoT devices on 

human body to monitor the live the organs in human body [6]. Cyber Physical System 

(CPS) is a very beneficial growth of IoT that is can based on physical objects that can 

monitor real time environment and take decisions according to physical change. It has their 

own unique characteristics. In any IoT environment there are four important layers. The 

first layer includes the sensors and actuators that can receive the information and perform 

the task. The second layer consists of network to transmit data. IoT applications are 

considered in third layer which is middleware layer that can act as a bridge in between 

network and application. At last, it has the IoT based end-to-end applications like smart 

factories and smart transport etc. All layers consist of their own security issues and their 

own gateway in the data transmissions. 
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Figure 2: Layers in IoT System [4] 

This paper addresses the most important procedure which to recognize and understand the 

type of security threats to the trust information and designing a trust management system 

in IoT. The Section 2, will discuss about the security threats in IoT applications with 

different layers’ structures. The Section 3, will provide the detail analysis about the IoT 

Security using Blockchain technology. The proposed solutions of IoT attacks from 

literature will discuss in section 4 and section 5 conclude the paper. 

2. Security Threats in IoT Applications 

IoT applications are divided into four different layers [4]: 

A. Sensing layer 

B. Network layer 

C. Middle ware layer  

D. Application layer 

Each layer has their own security issues that can be discuss as below: 

A. Security Issues at Sensing Layer 

This layer deals with the sensor and the actuators. Sensors can sense the environment and 

actuator can perform certain actions. Sensors like camera sensor, ultrasonic sensor, 

temperature and humidity [7]-[9]. Various layer can use various IoT technologies Like: 

RFID, RSNs, WSNs, GPS. Main security threats that can experience at the sensing layer 

are the following: 

1. Node Capturing 

2. Malicious Code Injection Attack  

3. Wrong Data Injection Attack 

4. Side-Channel Attacks (SCA) 
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5. Eavesdropping and Interference 

6. Sleep Deviation Attack  

7. Booting Attacks 

B. Security Issues at Network Layer 

The main function of network layer is to send the information that can be received form the 

sensing layer to CPU. The main security issues that can be occurred in the network layer 

are as follow: 

1. Phishing Site Attack  

2. Access Attack 

3. DDoS/DoS Attack 

4. Data Transmit Attack  

5. Routing Attacks 

C. Security Issues at the Middleware Layer 

The main function of middle ware in IoT is to create an abstraction in between network 

layer and application layer. It can also provide storage capabilities [10]. The following 

attacks can take control the entire IoT application when infected the middle ware layer. 

Database and cloud security are the other main issue occurred in the middleware layer. The 

following are the attacks: 

1. Man-in-the-Middle Attack  

2. SQL Injection Attack  

3. Signature Wrapping Attack  

4. Cloud Malware Attack  

5. Flooding Attack in Cloud 

Security Issues at Gateway 

The Gateway is a very board layer that plays an important role to connect device, things, 

people, and services of cloud. Gateway is very helpful that it can provide solutions of 

hardware and software in IoT devices. It can also use for encrypting and decrypting IoT 

data and translate protocols for the communication in between different layers [11]. The 

security issues of Gateway are as follow: 

1. Secure On-Boarding  

2. Extra Interface 

3. End-to-End Encryption  

4. Firmware Updates 

D. Security Issues at Application Layer 

The Application Layer deals and provide services to the user. The applications like smart 

grid. Smart cities, smart home etc. These smart things are specific to this layer. This layer 

has their own security issues that is not in any other layer like theft of data and privacy 

issues. The following are the security issues of application layer. 

1. Data Theft 

2. Access Control Attacks 

3. Service Interruption Attacks 

4. Malicious Code Injection Code 

5. Sniffing Attacks 

6. Reprogram Attacks 
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Figure 3: Types of Attacks on IoT [4] 

 

The most challenging field before any research in study is to identify the related recent 

study and proposed the new idea for need in that research [65]. Table 3 represents the related 

research by different authors. 

Table 2: Survey on Security Aspects of IoT 

Research 

Paper 

Trust Security Requirements Privacy Methodology 

 

Atzori et al 

[24] 

 Integrity And 

authentication 

  

Weber [25]  Resilience to attack, 

authentication 

 Legislation based 

Heer et al [26]    Bootstrapping and 

operational phase 

through IP- based 

security 

Miorandi et al 

[27] 

 The Confidentiality   

Roman et al 

[28] 

 Access control, identity, 

and authentication 

  

Riahi et al 

[29,30] 

 Authentication and 

identification 

 Based on systematic 

approach 

Yan et al [31]    8 taxonomies based on 

trust management 

Sadeghi et al 

[32] 

 CIA   
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Granjal et al 

[33] 

 Nonrepudiation and CIA  Communication based 

Farooq et al 

[34] 

 Authentication and CIA  4 architectural layers 

based 

Sicari et al 

[35] 

 Confidentiality, 

authentication, and AC 

  

Nguyen et al 

[36] 

 Integrity, authorization, 

Confidentiality, 

authentication, and 

freshness 

 Security based on life 

of bootstrapping phase 

Alaba et al 

[37] 

 Exhaustion of resources, 

authentication and 

authorization 

 Application based 

Yang et al 

[38] 

 Access control and 

authentication 

 4 architectural layers 

based 

Fremantle and 

Scott [39] 

 Access control, 

Authentication and CIA 

 3 aspects based 

(hardware, network, 

cloud/server) 

Mosenia and 

JHA [40] 

   Vulnerabilities on 

(edge computing, 

communication, and 

edge nodes) 

Lin et al [41]    3 layers based 

Mendez et al 

[42] 

 CIA, authentication, and 

access control 

 3 layers based 

Zarpelo et al 

[43] 

   Taxonomies in 

intrusion detection 

Ferrang et al 

[44] 

 Authentication  4 environment 

authentications (IoS, 

IoV, M2M and IoE) 

Ammar et al 

[45] 

 Access control, 

authentication, and 

secure 

communication 

 Frameworks for each 

IoT 

Kouicem et al 

[46] 

 Availability, CIA, and 

non-repudiation 

 Each based on 

application 

Sfar et al [47]  Access control and 

identification 

  

Hassija et al 

[48] 

   Security like: (ML, fog, 

edge and blockchain) 

Farris et al 

[49] 

 Authorization and 

authentication 

 Security like: (NFV 

and SDN) 

 

 

3. IoT Using Blockchain Technology 

As Blockchain and IoT has a great impact on Its industry. IoT is focused on how sensors 

can work and Blockchain can focus on the security of data by using distributed, ledger 

shared and decentralization [12]. The idea behind Blockchain is a distributed ledger (also 

known as duplicated log files). The data in Blockchain is time-stamped and chronological. 

Each entry relates to the previous using cryptographic Hash Algorithms. A Merkle tree can 

store single transaction and in blockchain the root hash tree is stored. New hash root is 

generated as the hash child nodes are concatenated with it. The resultant root hash is stored 

on blockchain (e.g., H1 and H2.). The hash root can verify that the securely transaction can 

be held. Whole side will be affected or changed even if the individual transaction is change. 

The ledger that can maintain the minor verification can maintain the log files and 

transaction and can generate a unique key that enables a last transaction to be the part of 



1422 Security Attacks And Proposed Solutions In Internet Of Things (Iot) 
 
 
ledger. Through this process the data is present in the nodes of the network. Presence of 

cryptographic hash keys in every block, it is difficult and time-consuming to tamper each 

block [13]. 

 

Benefits of Blockchain in IoT 

The use of Blockchain has many benefits in IoT applications. The following are the benefits 

blockchain. 

1. Data coming from IoT devices can be stored in Blockchain 

2. Distributed nature of blockchain allowing secure data storage 

3. Data encryption using the hash key and verified by miners 

4. Prevention from data loss and spoofing attacks 

5. Blockchain to prevent unauthorized access 

6. Proxy based architecture in blockchain for resource constrained devices 

7. Elimination of centralized cloud servers 

Table.3 shows the challenges and the possible solution in blockchain. 

Table 3: Challenges in IoT and Possible Blockchain Solution [4] 

Challenges towards IoT Specification 

Possible Blockchain 

Solution 

 

Privacy in IoT devices 

IoT devices are 

vulnerable to expose the 

private data of user 

To address a challenge, give 

solution using Permissioned 

Blockchain that is secure to 

IoT devices [14-16]. 

Traffic and Cost 
It can handle exponential 

growth in IoT devices 

Decentralization in 

blockchain, the devices can 

automatically connect and 

communicate each other 

with other devices 

[2][17][18]. 

Service insufficiency on 

cloud service due to heavy 

load 

Unavailability of cloud 

services due to attacks, 

errors in software and 

many other problems 

The record of data must be 

saved at the different nodes 

of network. So, at the time 

of failure the data will not 

affected [19][20]. 

Defective Architecture 

Some part of IoT devices 

have point of failure that 

affect the whole device 

Validation is necessary in 

blockchain. So, that it may 

confirm that the data will be 

send from only one source 

[21]. 

Data Manipulation 

The data that can be 

manipulated from the IoT 

devices used in very 

inappropriate way after 

manipulation. 

In blockchain, the devices 

are interconnected. If one 

device wants to update the 

data. The system should not 

allow it and also reject it 

[22][23]. 

 

4. Attacks and Their Proposed Solutions 

Today most vastly spreading the field is Internet of Things (IoT). Many researchers want 

to look forward the future through Internet of Things (IoT). Now many advancements have 

been made in this field but there are some attacks that can harm your system and as some 

severe effects on it. Now many counter measures have been taken to prevent your system 

from these types of attacks before implementation commercially [66]. The number of 

technologies that is used today made the device in risk. In this paper we have discussed 
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different technology with their required proposed solution by different researchers [67]. In 

2006 Peng et al [50] discussed the routing attack and provide the solution accordingly like 

to prevent the Routing Attack: Ad hoc On-demand Distance Vector (AODC) and Dynamic 

Source Routing (DSR). In 2011 Simmons et al [51] discussed the Booting Attack and 

provide the solution accordingly like to prevent the Booting Attack: Loop-Amnesia’s 

countermeasure of an attack and A register-based architecture. In 2014 Latif et al [52] 

discussed the Flooding Attack and provide the solution accordingly like to prevent the 

Flooding Attack: In cloud system all the servers are organized to form a group of fleets of 

the servers. In Patil et al [53] discussed DoS Attack and provide the solution accordingly 

like to prevent the DoS: Real time Intrusion detection model and Fuzzy logic can be used 

to identify the reason of an attack. In 2016 Aweke et al [54] discussed Malicious Code 

Injection Attack and provide the solution accordingly like to prevent the Malicious Code 

Injection Attack: ANVIL detect all row hammer attack by tracking the location of DRAM 

rows. In 2019 Maunero et al [55] discussed Service Interruption Attack and provide the 

solution accordingly like to prevent the Service Interruption Attack: To analysis the Control 

Flow Integrity, they focus on the dichotomy that show the unexpected behavior. In 2020 

Ahmad et al [56] discussed Man in the Middle Attack and provide the solution accordingly 

like to prevent the Man in the Middle Attack: MARINE a trusted model is implemented 

between connected devices that Identifies the suspicious nodes. In Jemal et al [57] 

discussed SQL Injection Attack and provide the solution accordingly like to prevent the 

SQL Injection Attack different methods can be used: Ontology based SQLI, Machine 

Learning based and Query model. Many other attacks with their provided solution have 

been discussed in Table 4. 

Table 4: Attacks and Their Solutions 

Yea

r 
Authors Attacks 

 

Proposed Solution 

 

200

6 
Peng et al [50] Routing Attack 

To prevent the Routing Attack: 

• Ad hoc On-demand Distance 

Vector (AODC) and Dynamic 

Source Routing (DSR) 

 

201

1 

Simmons et al 

[51] 
Booting Attack 

To prevent the Booting Attack: 

• Loop-Amnesia’s countermeasure 

of an attack 

• A register-based architecture  

201

4 
Latif et al [52] 

Flooding 

Attack 

To 

prev

ent 

the 

Floo

ding 

Atta

ck: 

• In cloud system all the servers 

are organized to form a group of 

fleets of the servers. 

 

201

6 
Patil et al [53] DOS Attack 

To prevent the DoS: 

• Real time Intrusion detection 

model 

• Fuzzy logic can be used to 

identify the reason of an attack. 

201

6 
Aweke et al [54] 

Malicious   

Code   

Injection 

To prevent the Malicious Code Injection 

Attack: 
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Attack • ANVIL detect all row hammer 

attack by tracking the location of 

DRAM rows. 

201

9 

Maunero et al 

[55] 

Service 

Interruption 

Attack 

To prevent the Service Interruption 

Attack: 

• To analysis the Control Flow 

Integrity, they focus on the 

dichotomy that show the 

unexpected behavior 

202

0 
Ahmad et al [56] 

Man in the 

Middle Attack 

To prevent the Man in the Middle Attack: 

• MARINE a trusted model is 

implemented between connected 

devices 

• Identifies the suspicious nodes 

202

0 
Jemal et al [57] 

SQL Injection 

Attack 

To prevent the SQL Injection Attack 

different methods can be used: 

• Ontology based SQLI 

• Machine Learning based 

• Query model 

202

0 
Geetha et al [58] 

Cloud Malware 

Attack 

To prevent the Cloud Malware Attack: 

• Network level security 

• Host level security 

202

0 

Schwenk et al 

[59] 

End-to-end 

Encryption 

To prevent the End-to-end Encryption: 

• Thunderbird and Eni Gmail can 

be used for the decryption of the 

text 

202

1 

Shankaranarayan

an 

H et al [60] 

Eavesdropping 

and 

Interference 

To prevent the Eavesdropping and 

Interference 

• Adaptive Fuzzy logic Controller 

(AFLC) used in Field 

Programmable Gate Array 

(FPGA) for implementation and 

designing 

202

1 

Turhanlar et al 

[61] 

Phishing 

Attack 

To prevent the Phishing Attack 

• Natural Language Processing 

(NLP) can be used for the 

detection of the phishing attack 

202

1 
Modak et al [62] 

Signature 

Wrapping 

Attack 

To prevent the Signature Wrapping 

Attack: 

• Xpath expression 

• ID referencing 

202

1 

Angappan et al 

[63] 

Reprogrammab

le Attack 

To prevent the Reprogrammable Attack: 

• Noval Sybil Attack detection 

protocol (NoSad) 

202

2 
Ng et al [64] 

Side Channel 

Attacks 

To prevent the side channel attacks:  

• Field Programmable Gate Array 

FPGA based Advanced 

Encryption Standard AES 

accelerator 

• Most effective design for 

security. 

 

5. Conclusion 

On edge devices of cloud computing there is more theft of attack. The gateway must be 

secure in any network as it is an entry and exit point of any network. End -to end encryption 
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is needed for the safety of data. The current architecture of blockchain is limited to some 

specific number of computers. In this survey paper, we discussed about different layers on 

IoT security that is sensing layer, network layer, middleware layer, gateway layer and 

application layer and discussed the proposed solutions of different IoT attacks from the best 

solutions given by different authors. It is necessary for successful implementation of IoT 

applications to develop end user Trust and data privacy in real environment. 
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