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Abstract:-  

The exponential expansion of Cloud computing has resulted in a solution revolution within 

data storage and employ, but it has also increased security concerns. Typically, traditional 

cryptographic methods fail to find the right balance between security strength and performance 

efficiency in resource-poor cloud environment. This study, therefore, focuses on the emerging 

field of effective and novel cryptographic algorithms that have been developed to strengthen 

cloud security. We investigate recent innovat1ions in areas such as homomorphic encryption, 

attribute-based encryption, lightweight cryptography and quantum resistant 

cryptography. Each method is analyzed from the perspective of security, performance, 

applicability and individual advantages as well as flaws. Comparing and contrasting these 

approaches, we elucidate their potential for meeting important cloud security challenges 

including data privacy; access control, secure computation. We also discuss some of the 

remaining open questions and future research directions as we strive to produce stronger, more 

effective cryptographic solutions for what is likely to be an ever-changing cloud paradigm. This 

survey is intended as a one stop shop for all researchers and practitioners by taking them 

through the dynamic world of cryptography setting against cloud security. 

Keywords: Cloud Security, Cryptography, Homomorphic Encryption, Attribute-Based 

Encryption, Lightweight Cryptography, Quantum-Resistant Cryptography. 

 

1. Introduction 

Over the past decade, the landscape of Information Technology has undergone continuous 

transformation, with particular emphasis on the domain of Cloud Computing, an evolution that 

is still ongoing. The migration of a majority of services to the cloud is fueled by its advantages, 

including manageable costs, high performance, hardware independence, and remote 

accessibility, among other factors [1]. Cloud computing stands out as the most prominent and 

rapidly advancing technology within the IT sector. Forecasts suggest that in the upcoming 

years, this technology is poised to surpass traditional physical hardware, diverse platforms, and 

storage devices. Forecasts indicate that by 2022, over 72% of international businesses would 

switch from on-site data centers to services offered via the cloud, increasing the need for cloud 

storage. The speedy expansion witnessed in China and India is anticipated to drive the Asia-

Pacific area to rapidly grow within the field of computing through the cloud. An existing cloud 

computing standard provides several low-priced on-demand services. It is an evolving 
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environment enabling the users to view transparent virtualized resources via the Internet. One 

such approach enables access to a shared collection of demand services. In cloud computing, 

virtualization is the basis whereby a large system (server) becomes shared by various users 

with distinct resources. 

This survey delves into the contemporary landscape of cryptographic techniques designed to 

bolster the security of cloud-based systems. With the proliferation of data breaches and cyber 

threats, the demand for robust cryptographic solutions has escalated, prompting researchers 

and practitioners to explore innovative methodologies to fortify cloud security. 

Moreover, this article investigates how cloud security features like access control, 

authentication, and key management interact with cryptography approaches. Understanding 

that cloud security is a holistic endeavor, our analysis seeks to clarify the mutual reliance and 

complementary roles of cryptographic techniques with more comprehensive security 

frameworks. With this comprehensive knowledge base, we hope to enable readers—

researchers, practitioners, and policymakers—to make well-informed judgments about the use 

of cryptographic solutions in cloud environments. In an era where innovation and threat 

evolution are constantly shaping the digital landscape, we hope to contribute to the continuing 

conversation about improving cloud security by bringing to light the most recent advancements 

and difficulties in this dynamic field. 

 

2. Literature Review 

Cloud computing has become one of the groundbreaking advances in computer systems; it 

solves many problems of ordinary computing including peak workloads, updating the software, 

and using other time periods for computing. Its profound influence extends across various 

facets of our daily lives and market dynamics. Within the realm of cloud computing, 

safeguarding data is a significant apprehension [2]. The approach proposed in [2] outlines a 

method for improve that protection that of user information in relation to cloud computing by 

utilizing encryption methods, including diverse algorithms. The authors recommended a set 

that of various algorithms to deal with the problems regarding confidentiality, isolation, and 

loss of information. The study aimed at comparing the effectiveness of Blowfish DES AES and 

RSA algorithms in the task of data encryption and decryption within the clouds 

Rayappan et al[3] have designed an unspecified cryptographic model to protect the multimedia 

data, for implementing the security measures in cloud they have introduced a Lightweight 

Feistel Structure with Substitution Permutation. This model aims to bolster security while 

minimizing computational overhead by employing a 64-bit block cipher with an equal key size. 

Despite the lower entropy, the model demonstrates enhanced resistance against attacks by 

maintaining a strong correlation as well as optimizing computation time for encrypting 

multimedia data. Future endeavors may involve implementing the diffusion concept into this 

cryptographic model, specifically in the data encryption process of the Feistel Structure with 

Substitution Permutation. 

Vijayakumar and colleagues [3] noted that the age of information technology has led many 

organizations to move towards cloud solutions storing and managing data because of reduced 

costs, more flexibility, constant availability, and advanced capabilities in software. They 

highlighted that health care service systems are adjusting digital platforms and concentrating 

extra information about patient-centeredness. These frameworks use a tactful intermediate re-

encryption technique and address the security issues, thereby ensuring safeguarding the patient 

data in the medical field environment. Like this approach permits those who are authorized to 

have entry to documents within defined time frames The recommended structure enables that 

data The suggested framework users given authorization to conduct a direct search without 

disclosing their personal keys. When offline scenarios, there is a possibility of the primary 

generation attacks. In order to mitigate this risk, The investigators used public keyword search 

using re-encryption via proxy making keyword guessing difficult. The researchers used the 

Diffie-Hellman algorithm to create A private key that is shared by two people, which are 
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commonly utilized as cryptographic keys for AES and other symmetric encryption techniques. 

In order to improve the functioning of internet of things (IoT), a hybrid metaheuristic algorithm 

was developed by the researchers as an attempt help lower energy usage, load balancing, 

processing costs, and latency [4]. 

Some of the incredible challenges observed in cloud computing include those reduced to NP-

complete problems. In order to solve these problems, address their issues and find much more 

efficient solutions, the researchers started to use nature inspired algorithms. For this reason, 

optimization methods are being employed to mitigate the complications involved with cloud 

computing with emphasis drawn to the critical issue of VM placement. Even though only two 

broader literature review papers have been recently published on this particular matter, research 

studies have explored this topic and have offered discussions on the application of biological 

models, nature biomechanics, and metaheuristic algorithms in the context of various cloud 

computing aspects. This challenge is focused on the model of scheduling VMs and tasks jointly 

by using an algorithm for multiple-objective evolution , which has a three-tier encoding called 

(D-PD/MOEA). Optimally, God exceeded the Bible’s timeline for creation with six days, 

neglected to reduce costs, maximize span, or increase tardiness. Despite greater attention given 

to the development of MOEA algorithms, little work has focused on comparing the MOEA/D-

PD approach with other algorithms of the same family, although a comparative study with other 

six MOEA algorithms showed the good performance of the MOEA/D-PD approach.  

Dhaivat et al. (2018) explored different issues and risks related to cloud computing, specifically 

with regards to deployment models and assistance delivery prototypes. The researchers found 

weaknesses related to data and encryption, multi-tenancy, and data leakage, identification 

management and availability control in the open cloud environments. Risks pertaining to data 

integrity, data security, and network security, location of the information and withdrawal were 

discovered in software as service (SaaS), Infrastructure as service (IaaS) as well as Platform as 

service (PaaS) frameworks. 

In another study, Chaudhary and associates. (2019) compared the performance of several 

cryptographic algorithms DES, 3DES, AES, RSA, DH, and hybrid techniques, among others 

like AES-RSA, RSA-AES-DS, and dual RSA on efficiency criteria. That results showed the 

symmetric algorithms include more effective as opposed to asymmetric ones, while hybrid 

methods, although less effective, provide better security. 

Furthermore, Wani and associates. (2020) studied the performance, security, memory use, 

encryption and decryption timings, and algorithms for AES, DES, Blowfish, 3DES, RC4, 

IDEA, and TEA. across ten distinct file sizes. Their study revealed the RC4 had the quickest 

encryption time, whereas 3DES had most extended. Regarding decryption time for AES, RC4, 

and were the quickest, while 3DES took most extended. Additionally, IDEA and TEA 

demonstrated lower memory usage compared to RC4. Overall, When it came to memory usage, 

performance, and security, AES was the better option. [6]. 

Design, adaptability, scalability, constraints, security, time of execution, and memory needs 

can be used to compare the respective cryptographic algorithms. A variety of hybrid techniques 

for encryption were presented, such as Eclipse IDA, DSA, RSA, AES, and Blowfish to increase 

information security stored on clouds servers. That focus of this study is on a technique that 

does not depend on any third party to encrypt client information, but rather allows consumers 

to decide how their information should be encrypted. The authors carried out a survey, 

specifying previous studies on that security of cloud data. They introduced a hybrid protection 

encryption scheme based on MD5 and Blowfish to enhance security in the cloud computing 

[7]. 

A succinct overview of the symmetrical and asymmetrical cryptography techniques used in 

cloud computing was given by Bhardwaj et al. In order to determine which encryption 

technique was best, the researchers compared several algorithms, taking into account the 

computing cost as well as the duration of both the decryption and encryption operations. The 

authors used performance parameters for testing, including package dimensions, computation 

time, and decryption and encryption times [8]. 
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Sherief Murad, Kamel Hussain, and their colleagues [8] investigated the advantages of using 

an algorithm for hybrid cryptography for enhancing the security of cloud networks. Their study 

involved an examination of various hybrid algorithms for cryptography focused on data 

protection. The researchers presented the layout, tactics, and limitations of their prototypes, 

concluding their work with a comprehensive summary table for thorough comparison [9]. 

One recommended method for handling complex access control methods for encrypted data is 

attribute-based encryption. ABE basically uses a public key scheme for one-to-many 

encryption, meaning that the ciphertext can only be decrypted when the consumer's personal 

key matches the matching public keys and master secret key. Effective encryption techniques 

improve performance, with data decoding happening right on the server. However, the 

exorbitant expense of the decryption procedure is a major disadvantage. The notion of 

outsourced Encryption Based on Attributes (ABE) decryption was initially presented by Green 

et al. in 2011 [10]. In this method the user needs to decode the data on his or her own. With 

external decryption, the ABE triumphs. the identified shortcomings from Waters as well as 

protects against malicious attackers. The ciphertext can only be decrypted if the public key 

corresponds that of the user's personal. The algorithm offered by Green and others a variant of 

the Waters algorithm, includes transforming keys and retrieval keys. In order to ensure data 

confidentiality, the original and partially encrypted data are compared. Nevertheless, the 

problem of this technique is unverifiability whether a proper ciphertext has been decrypted. It 

is possible to produce previous ciphertexts or other related to a certain file. Other disadvantages 

include the increased workloads associated with additional decryption tasks on behalf of the 

user. However, the likelihood of attackers successfully hacking into the account is low [11]. 

Computations on hidden information are possible with the Homomorphic Encryption (HE) 

technique, which eliminates the requirement for decryption. During this procedure, The user 

keeps the coded key to themselves additionally doesn't Give it to the person. working on that 

ciphertext. [12]. Any computing result that is decrypted preserves the message in its original 

form, as though the analysis had been done on the original message. 

In 2022, some researcher introduced quantum algorithms aimed at enhancing data safety. The 

writers not only demonstrated a protocol simulation for BBM92, complete along with a 

interface for users, but also showcased a practical application of An actual quantum-encryption 

system employing grid-based technology. The selection of the BBM92 quantum protocol for 

analysis was based on its proven superior performance, particularly in terms of achieving faster 

key transmission over longer distances between legitimate users. This simulation was 

conducted through a graphical interface, emphasizing the pivotal role of the Heisenberg 

uncertainty principle and the utilization of quantum entangling concepts in designing and 

implementing the quantum distribution of the encryption key [13]. 

Shahin and Ahmad in their survey suggested an approach that employed distribution of 

quantum keys in conjunction using Kerberos to enhance the security of cloud data. The research 

provided a comprehensive explanation of the quantum key distribution model utilizing the 

distribution center for Kerberos tickets for authenticating cloud service providers. A 

comparison between the proposed model and traditional quantum key distribution revealed 

faster computation with a reduced error [13]. 

 

3. Attacks and threats in cloud 

The increasing shift of our gadgets, data Centers, business activities, additionally various other 

resources to platforms that use the cloud is making data safety in the cloud more and more 

important. The corporate security culture, the application of cloud security solutions, and a 

variety of security policies all impact the standard of information stored in the cloud security. 

However, the potential of security breaches is a constant in the dynamic world of cloud 

computing, where businesses depend more and more on dispersed digital infrastructures. As 

businesses migrate sensitive data, applications, and operations to cloud environments, the 

complexity of the shared infrastructure introduces a myriad of potential risks. From data 
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breaches and unauthorized access to vulnerabilities in interfaces and APIs, the realm of Cloud 

Computing security is fraught with challenges. Some of security threats for cloud computing 

are discussed below [14].  

 
 

Figure 1: Cloud Computing attacks and threats 

 

a. Network-based Attacks:  

Network-based attacks target vulnerabilities within the communication channels and network 

infrastructure of a cloud environment [14]. For Example: Denial of Service (DoS), Distributed 

Denial of Service (DDoS), and Man-in-the-Middle (MitM) attacks, and Packet Sniffing. 

 

• Denial of Service Attacks: 

One type of online -attack is that cybercriminals attempt to stop authorized users from utilizing 

a service. This type of attack often involves sending many repetitive messages to either the 

network or server, so that the system checks requests as a safeguard against unauthorized 

sources. In the process of authentication and authorization, the network or server has a difficult 

time locating the attacker’s recovery address, forcing the server to temporarily hold on 

disconnecting. At the same time, the attacker sends authentication messages with fake return 

addresses while closing down a server connection. This activity extends the wait time for the 

server as well as its authentication process, resulting in prolonged network and server 

occupation. Significantly, these attacks are not at all designed to breach the security perimeter 

but mean only interruption such as Man-in-the-Middle (MitM) attacks and packet sniffing. 

 

b. Storage-based Attacks:  

Storage-based attacks focus on jeopardizing the data's confidentiality and integrity stored in 

cloud storage systems. For Example: Data Breaches, Data Tampering and Data Exfiltration. 

 

• Data Breach 

A violation of data occurs when information that is accessible by an individual, use case or 

offering is found out, gained or recovered without permission. In this case, this particular 

security breach is characterized by unauthorized acquisition and spreading of data to insecure 

or illegal environment. Data breaches and leaks are also considered as types of security 
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lapses. A data breach involves unauthorized access to a secure database or repository of 

information by hackers and attackers via the Internet or network connections, involving 

sensitive or digital data. If there is a data breach, Information about finances, privacy, and 

health could be revealed. 

 

c. Application-based Attacks: 

Application-based attacks exploit vulnerabilities in cloud-hosted applications and services. For 

Example: SQL Injection, Remote Code Execution (RCE), and Cross-Site Scripting (XSS). 

 

• Account Hijacking:  

Through the practice of account hijacking, hackers take control over private email accounts, 

computer accounts or any kind of account with a computing device or service. Such 

compromised account data is then used for illegal or evil practices, which constitute an identity 

theft. With the adoption of cloud technology by many organizations in different fields, account 

hijacking has become a significant problem. Remote access to private data stored in the cloud 

can be gained through manipulation of login credentials, and such stolen credentials may also 

be used for manipulating and altering the data. 

 

d. VM (Virtual Machine) Based Attacks:  

VM-based attacks target vulnerabilities within the virtualization layer of cloud infrastructure, 

taking advantage of the shared nature of virtualized resources. For Example: VM Escape, 

Resource Exhaustion & Inter-VM Attacks [15]. 

 

4. Taxonomy of Cloud Security 

Figure 2 represents the partial taxonomy of cryptographic algorithms used in cloud computing 

security, categorized into symmetric and asymmetric cryptography, homomorphic encryption, 

attribute-based encryption, lightweight cryptography, and quantum-resistance. 

 

1. Symmetric and Asymmetric 

With symmetric-key encryption, Information is encrypted and utilized the to decrypt same key, 

making the process quick and easily comprehensible. However, the secret key must be securely 

transmitted from the sender to the receiver. This encryption method found application in 

payment scenarios, such as card transactions, to prevent fraudulent activities. Validation is 

ensured by either generating a random number or hashing the sender's message Conversely, 

Asymmetric-key cryptography employs both public and private keys for the protection of data 

against unauthorized users during encryption and decryption processes [16]. This method 

utilizes two distinct and mathematically connected cryptographic keys. Its heightened security 

is attributed to the public key, which exclusively encrypts messages, and the private key, which 

remains confidential for decrypting messages. However, as mentioned before, asymmetric-key 

encryption has improved security measures compared to symmetric-key encryption [24] This 

type of encryption is a more complex process that requires more time for calculation. 

 

a. AES 

The AES was developed by the National Institute of Standards and Technology (NIST) to 

improve the encryption standards and correct for weaknesses in DES and 3DES. Three distinct 

key lengths are used by AES: These are generally known as 128 bit 192 bit and 256 bit. As a 

result, the number of rounds differs: In AES-128 ten numbers of rounds are used, AES-192 

uses twelve numbers of rounds and AES-256 uses fourteen numbers of rounds. The key steps 

of the algorithm are substitution byte, shift rows, mixed columns, adds round key where each 

round is defined by the sequence used. In addition to the code compactness, more robust 

security is found in the AES over other algorithms because of a very strong avalanche. 
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Encrypted text still continues to provide impenetrable defense against these easily avoidable 

brute force attacks, thus being effective given its uses. Despite these weakness pertaining to 

rectangular and boomerang attacks in combination with critical differentials which correspond 

to a given round of AES, the above might affect particular round versions of AES as opposed 

to the AES algorithm. 

 

  

Figure 1: Taxonomy of Cloud Computing Security Cryptographic Algorithms 

b. RSA: 

RSA stands for Rivest-Shamir-Adleman and it is crucial to the protection of data in cloud 

computing because it provides one of the most effective means of performing cryptographic 

computations in such areas as key exchange, signatures, and secure transmissions. Here's an 

explanation of the role of RSA in cloud computing security and how it is effective [18]. 

 

c. Blowfish 

Bruce Schneier, developed Blowfish, a symmetric-key block encryption algorithm in 1993. 

Although it was not developed expressly for cloud computing, its advanced cryptographic 

features qualify it as suitable and efficient for improving security standards in the cloud 

environment. Actually, one very important aspect of cloud computing is Blowfish. security, 

which ensures that the privacy and integrity of data is maintained whilst the data is in storage 

and transmission. 

 

d. DES 

The concept of employing DES as a symmetric key that has been prevalent in past and has 

great importance in the world of cryptography, including the security measures related to the 

cloud computing. Even though DES may be considered to be moderate in terms of security due 

to the fact that it uses only 56-bit key which might be easily cracked by today’s computational 

power, DES has also significant historical background and is currently replaced by more secure 

data encryption methods such as Advanced Encryption Standard (AES). Still, the information 

and the role of DES described below shall be useful to consider the history of synchronous 

alterations in Cloud computing cryptography. When it comes to the subject of cryptography, 
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there is DES or the Data Encryption Standard, which falls under the category of a symmetric-

key method, and which has had significance especially in regards to cloud computing security. 

Data Encryption Standard has a 56-bit key- capability, which is vulnerable to today’s 

computing technology, thus being somewhat dated. Nonetheless, DES is quite important as one 

of the firsts and has been succeeded by more robust encryption algorithms such as the 

Advanced Encryption Standard (AES). However, gaining an understanding of what DES is and 

how it works, as described below, provides some perspective on the development of 

cryptographic algorithms as they pertain to security in cloud environments. 

DES is a type of symmetric-key technique that has been trending for quite some time and is 

especially involved in the security systems of Cloud computing. Regarding the computational 

advances in present day computers, DES utilizes 56-bit key, which is now seen as a weakness 

and has been succeeded by higher mechanisms, for instance, AES. However, understanding 

DES and its role in cloud computing, as suggested in the next section, would explain the 

development of Cryptography in cloud computing techniques. 

 

2. Homomorphic Encryption 

Homomorphic Encryption (HE) [12] is a type of cryptography that allows computing on 

encrypted data without having to decrypt it. This approach enables one to perform different 

operations on encrypted data even without a secret key. It enables the execution of complex 

mathematical operations on secure data without jeopardizing its protection. The word “homo” 

comes from the Greek for “same”, while Morphotic refers to "structure." In terms of HE, when 

homomorphic mathematical operations are applied to encrypted data, such a system preserves 

identical outcomes. After the data decryption, however, the output does not change, so it gives 

a false impression that all operations were performed upon unencrypted information. Algebraic 

operations are essential in the implementation of a wide range of computations on 

ciphertext. He is the future of cloud computing security, providing a wide variety of 

organisations to securely keep encrypted data on a public cloud repository. with no worries 

about incidents. Customers can trust in the security provided by the cloud provider. 

Homomorphic encryption sets itself apart from conventional encryption methods by 

conducting computations immediately on encrypted data, negating the requirement for a secret 

key. The outcome is also encrypted. This encryption technique finds application in computation 

and safeguarding privacy during storage. The data consistently remains in an encrypted state, 

minimizing vulnerability and ensuring non-compromise. Its primary objective is to facilitate 

computations on encrypted data while maintaining security against unauthorized access or 

modifications by cloud providers. However, it's worth noting that fully homomorphic 

encryption tends to be slow. It is further categorized into partial, somewhat, and full 

homomorphic encryptions. 

 

a. Partial HE 

Partial homomorphic encryption (PHE) is a type of homomorphic encryption that maintains 

data confidentiality while enabling specific mathematical operations to be performed on it. 

PHE only enables a restricted number of operations, in contrast to fully homomorphic 

encryption, which allows for any computations. The mathematical characteristics of the chosen 

encryption method determine the precise operations that can be carried out. Addition and 

multiplication are the two basic operations in PHE that may usually be performed on the 

encrypted data. The way the encryption system is set up, when these operations are performed 

on the encrypted values, the outcomes are the same as when the identical operations are 

performed on the plaintext values prior to encryption [2]. 

Partial homomorphic encryption is beneficial because it can handle encrypted data in a certain 

way without disclosing the underlying data. As a result, it can be applied in scenarios where 

maintaining privacy is crucial, such as safe cloud data processing or calculations that protect 

privacy across different domains.  
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b. Somewhat HE 

SWHE, or somewhat homomorphic encryption, was first proposed by Marten Van Dijk. This 

encryption technique can execute operations on encrypted data, such as addition and 

multiplication, however it can't do low-degree polynomials. SWHE removes the need to 

obfuscate features in order to protect data privacy, in contrast to some encryption techniques 

that need a trade-off between data privacy and usability. Because of its method and symmetric 

key encryption, it promises increased security. On the other hand, disadvantages include the 

difficulties in exchanging keys and the increased possibility of harm in the case of a 

compromise. 

 

c.  Fully Homomorphic Encryption (FHE) 

An encryption method called (FHE) permits analytical operations to be performed directly on 

encrypted data. The same applies when these functions are applied on plain text and hence, 

calls for efficient functioning of the language functions. The process has four processes which 

include creating the encryption key, encrypting data into the ciphertext, decrypting the 

ciphertext and assessing transmitted contents. As it will be seen shortly, FHE has some unique 

features exhibited in the properties of both addition and multiplication. It illustrates a 

cryptographic that allows an unending chaining arrangement of addition and multiplication of 

encrypted content without altering the message. This popular solution provides far superior 

levels of protection against the loss of private information than traditional encrypting methods. 

FHE has evolved in the past ten years as the technology of cloud computing has become 

prevalent to surely become the global standard measure for security and privacy in the cloud 

of the future. Considering the growth of new and different forms of cloud applications, issues 

of data security can pose a major problem, and the implementation of FHE technology is 

expected to be the best approach to addressing this problem. 

The Fully Homomorphic Encryption schemes encompass the following [2] Gentry's FHE 

schemes, the GSW13 Scheme, the Multi-key FH Scheme, Brakerski and Vaikuntanathan's 

scheme (BGV), and Dijk, Gentry, and Halevi's scheme (DGHV). 

 

3. Attribute based Encryption 

A strong cryptographic method that offers a flexible and granular mechanism to manage 

gaining access to secret information in computing cloud settings is attribute-based encryption, 

or ABE. Rather than depending on conventional key-based encryption, ABE [19] enables data 

owners to establish access controls according to qualities; users who meet the requirements can 

decode the data, while those who don't meet them are blocked. This offers several advantages 

for cloud security like enhanced Data Security, Fine-grained Access Control and Improved 

Scalability and Efficiency. Attribute-Based Encryption (ABE) comes in different types, and 

two prominent variations are ABE with Key-Policy (KP-ABE) and ABE with Ciphertext-

Policy (CP-ABE). These variants offer distinct approaches to managing access control in 

encrypted data environments. 

 

a. ABE with Key-Policy (KP-ABE): 

In ABE with Key-Policy (KP-ABE):the data owner takes a proactive role in defining the 

policies for participation. The policy for access is expressed in terms of attributes that users 

should possess to decrypt specific data. The legitimate owner of the information encrypts the 

data under a set of attributes [10], creating a policy that governs which users with matching 

attributes can access the encrypted content. When providing access to a user the owner of the 

data issues a private key that is tailored to the user's attributes, allowing them to decrypt data 

encrypted with attributes matching those specified in the access policy. When holders of data 

desire precise authority over who can see their information based on specified attribute criteria, 

KP-ABE is very helpful. 

b. Policy-Ciphertext ABE (CP-ABE)  
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However, Policy-Ciphertext ABE (CP-ABE)) employs a different strategy in which the access 

policy is incorporated into the actual ciphertext. The data owner in this system secures the 

information without first defining its properties. Rather, the ciphertext itself is linked to the 

access policy. Based on their qualities, users are assigned private keys that may be used to 

decrypt data with matching access permissions. CP-ABE [11] is advantageous when dealing 

with dynamic environments where the access policies may change frequently. It gives data 

owners greater control over access control by enabling them to encrypt data without specifying 

the precise properties beforehand. 

Although attribute-based access control is the goal of both KP-ABE and CP-ABE, the trade-

offs between flexibility and control are different. While CP-ABE embeds access policies inside 

the ciphertext to provide flexibility in response to evolving access requirements, KP-ABE is 

more clear in its pre-definition of access restrictions. Which of these variants to choose will 

depend on the specific security requirements as well as the functional requirements of the 

software program or platform that uses attribute-based encryption. 

4. Lightweight Cryptographic algorithms: 

Lightweight cryptographic algorithms is a term used to refer to cryptographic methods and 

protocols that are designed to be used while consuming a smallest amount of resources and 

being computationally efficient. Due to these reasons they are more appropriate for setups that 

are constrained such as the ones used for embedded systems and IoT. These algorithms prefer 

efficiency while ensuring that the level of security remains high with regard to computing 

power, memory use, as well as power consumption. Being one of the main directions in the 

development of lightweight cryptographic algorithms, the orientation on the balance between 

security and performance should be considered as one of the key advantages. 

Other than the cryptographic primitives, the lightweight algorithms are valuable because of 

other factors. It means developing an entirely new range of security systems and concepts, 

which are effective in the confined environment. As more and more IoT devices go online from 

the shadows and into this world, lightweight cryptography solutions are beginning to be 

required in order to ensure that all these devices can securely interoperate and still fit within 

the resource constraints of the average IoT device. Here is enumerated and discussed briefly 

which are some of the types of lightweight cryptographic algorithm. 

 

a. Lightweight ECC 

Elliptic Curve Cryptography is a cryptographic technique that encompasses public–key 

cryptography and utilizes the properties of elliptic curves to support secure communication and 

transmission of information. One of the major targets of Lightweight ECC [20] is to effectively 

improve key sizes and computational throughput, particularly in cloud environments where 

systems often may have limited resources. A related method of reducing elliptic curve 

parameters and key lengths make cryptographic operations more secure and less consumable 

in terms of resources. This is especially true for devices that are running in the cloud or on 

edges or even the Internet of Things that are in use today that their performance is determined 

by the computation performance that is coming from the cloud. Lightweight ECC scales well 

with high processing loads and constrain privacy, yet it copes well with cloud computing 

scenarios, even with small key sizes. 

 

b. Lightweight Hash Functions: 

As it has been highlighted before lightweight hash functions [21] which are designed for cloud 

computing infrastructures are meant to have less memory and computational overhead as 

possible. These features are designed to be as quick and effective as possible, so hashing 

processes won't put an excessive demand on the processing power of cloud machines with 

limited resources. Additionally, they are designed to be memory-efficient, which is in line with 

the requirement for the best possible resource usage. Lightweight hash functions contribute to 

data integrity and authentication by generating compact hash values, serving as unique 
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fingerprints for data. This ensures that data transmitted or stored in the cloud remains secure 

and unaltered. 

 

5. Post Quantum Cryptography: 

The goal of the study and research area known as Post-Quantum Cryptography (PQC) is to 

design cryptographic methods that maintain security into the quantum computer age. Widely 

used cryptography methods, including RSA and ECC, might be threatened by the development 

of quantum computers because quantum algorithms like Shor's algorithm have the capacity to 

efficiently break these algorithms. Post-Quantum Cryptography [22] aims to provide 

encryption methods that can withstand attacks from quantum computers, ensuring the long-

term security of sensitive dataDigital signatures, among other cryptographic primitives, are 

included in PQC. key exchange protocols, and post-quantum public-key encryption. These 

algorithms offer a safe basis for data storage and communication while also being resistant to 

quantum assaults. Incorporating Post-Quantum Cryptography into security frameworks can 

help organizations using cloud services future-proof their systems against advances in quantum 

computing technologies. 

Regarding cloud security, Post-Quantum Cryptography plays a crucial role as large volumes of 

data are processed and stored across a network of servers in cloud computing, and data security 

is crucial. Further, it also ensures confidentiality of the communication between the users 

utilizing the cloud and the providers, and also the authenticity of vital information as well as 

the transactions. Quantum attacks could threaten the current cryptographic paradigms that 

depend on the hardness of a mathematician’s problems. 

As quantum computers become stronger it is important and urgent to have more resilient types 

of cryptographic mechanisms. To deal with these problems, present and future practitioners 

and scholars in the field of post-quantum cryptography are doing their best to standardize and 

develop methodologies, which Contribute to safe cloud computing in the post-quantum world. 

 

a. Lattice Based Cryptography: 

This is because current cryptographic measures require improvements as well as an approach 

to eliminate the weakness of undirected security protocols more so with regard to new 

challenges such as Quantum-Computation problems .This then brings in Lattice-oriented 

Cryptosystems as a relatively new concept in the field of cybersecurity [23]. However, quantum 

technological growth, specifically of quantum computers, poses a chilling threat that 

necessitates the creation of robust, immune systems against misuse.Lattice-based 

Cryptography is constructed upon the assumed complexity of lattice problems, introducing a 

novel approach to both the design and security of cryptographic primitives. These 

constructions, rooted in lattice-based principles, play a crucial role in the realm of post-

quantum cryptography. Unlike widely used cryptographic mechanisms such as Diffie-Hellman, 

ECC (Elliptic Curve Cryptography), and PKI (Public Key Infrastructure), which are susceptible 

to quantum algorithms like Shor's and Grover's, lattice-based cryptographic mechanisms 

demonstrate resilience against both classical and quantum computer attacks. While 

acknowledging the vulnerability of some lattice-based constructions, it is generally believed 

that certain well-studied computational lattice problems remain efficiently unsolvable. 

Research has highlighted the necessity of generating challenging instances of lattice problems 

to enhance security measures. Initial efforts have resulted in improved security, with the 

average-case complexity of several lattice-based cryptographic problems appearing equivalent 

to their worst-case counterparts, distinguishing them from other cryptographic issues. In 

summary, lattices exhibit the potential to thwart cryptographic attacks launched by quantum 

computers, ensuring quantum computational security in the evolving landscape of 

cybersecurity. 

 

a. Multivariate-Based Cryptography: 

The security of current public key techniques is determined by the complexity of solving 
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systems of multivariate polynomials over finite fields, but the creation of multivariate equations 

for encryption algorithms is extremely challenging. Multivariate cryptosystems [13] are 

explored for both encryption and digital signatures. Some asymmetric key encryption 

techniques based on multivariate polynomials were shown to be unsafe in a study by Tao et al. 

because some quadratic connected forms showed poor rank in their central maps. Tao et al. 

suggested a unique and effective multivariate method dubbed Simple Matrix, which makes use 

of matrix multiplication, to overcome these problems. Parallel to this, multivariate 

cryptosystems are essential to digital signatures; two especially useful varieties are Rainbow 

and Multivariate quadratic equations for Unbalanced Oil and Vinegar (UOV). Larger public 

key sizes are the outcome of UOV, which is typified by a substantial ratio (3:1) between 

variables and equations. This causes signatures to be three times longer than the original hash 

values. Rainbow, on the other hand, works more effectively by using lower ratios, which leads 

to reduced size of keys and encrypted signatures. 

 

b. Hash Based Signatures: 

The Lamport scheme, a type of hash-based signature, was introduced by Leslie Lamport in 

1979 and further discussed by Buchmann et al. [17]. One of the parameters, 'b,' determines the 

intended system's level of safety. HMAC is employed, where a random input value is subjected 

to a secure hash function that has a hash output length of 256 bits for a security parameter of 

128 bits [21]. The recommendation made inside a message is SHA-256. 

 

1.     Performance Analysis of Efficient Cryptographic Techniques for CC Security: 

Taking into account the need for stability and improved protection of information in the present 

conditions of the developing world, cryptographic methods are required to guarantee the 

confidentiality, authenticity, and safety of the transferred data. The application of the 

cryptographic algorithm that can still withstand the emerging threats, for example, those posed 

by quantum computing, grows as the computational density rises. Essentially, the focus of this 

work entails a performance comparison of secure cryptographic algorithms suitable for 

fortifying the security of CC. They include assessment of aspects that relate to memory usage, 

computation time, keys sizes, kinds of encryption and overall security perspective and hence 

offer information on how those methods perform in cloud environment. It is for this reason that 

the findings that the subsequent research seeks to reveal regarding the effectiveness of some 

cryptographic techniques as indicated in table 1 will go a long way in ensuring that the right 

decisions in instances where decisions regarding the design and features of safe and scale 

cloud-based systems are being made. 

 

Table 1: Evaluation of Effective Cryptographic Methods for CC Security in Terms of 

Performance 

Techni

ques 

Developed By Key-

size 

Encryp

tion 

Type 

Executi

on time 

Memo

ry 

Usage 

Security 

Level 

DES IBM 64 bits Symmet

ric 

Same as 

AES 

More 

than 

AES 

Secure for 

the client & 

provider 

AES Joan Daemen 

& Incent 

Rijmen 

128, 

196 & 

256 

bits 

Asymm

etric 

Very 

fast  

Low 

RAM 

Secure for 

both client 

& provider 

RSA Rivest-

Shamir-

Adleman 

>1024 

bits 

Asymm

etric 

Slowest Highes

t 

memor

Only 

secure for 

Client 



 

Muhammad Kaleem
 

et al. 25 

  

Migration Letters 

y 

usage  

Blowfis

h 

Bruce 

Schneier 

32-448 

bits 

Symmet

ric 

Fast <5kb Secure for 

the client & 

provider 

Partial 

HE 

Various (e.g., 

RSA, 

ElGamal, 

Paillier) 

smaller Public-

key 

Lower Moder

ate 

Depends on 

implementa

tion and 

key size 

Somew

hat HE 

Various (e.g., 

BGV, BFV, 

NTRU) 

Larger 

than 

PHE, 

but 

smaller 

than 

FHE 

Public-

key 

Higher 

than 

PHE, 

lower 

than 

FHE 

High Depends on 

implementa

tion and 

parameters 

Full HE Craig Gentry 

(2009), 

subsequent 

improvements 

Very 

large 

Public-

Key 

Higher Very 

High 

Depends on 

implementa

tion and 

parameters, 

considered 

theoreticall

y secure 

KP-

ABC 

Sahai and 

Waters (2005) 

Variabl

e, 

depend

ent on 

attribut

e 

comple

xity 

Public 

key 

 slower 

than CP-

ABE 

Can be 

high 

for 

compl

ex 

policie

s 

Currently 

considered 

less secure 

than CP-

ABE 

CP-

ABC 

Bethencourt, 

Sahai, and 

Waters (2007) 

Variabl

e, 

depend

ent on 

attribut

e 

comple

xity 

Public 

key 

Faster 

than KP-

ABE 

Can be 

high 

for 

compl

ex 

policie

s 

Currently 

considered 

more 

secure than 

KP-ABE 

LW 

ECC 

Various 

researchers 

Variabl

e 

(typica

lly 

256-

512 

bits) 

Public 

Key 

Slower 

than 

Traditio

nal ECC 

Moder

ate 

Post-

quantum 

secure 

(resistant to 

quantum 

attacks) 

LW 

Hash 

Functio

n 

Various 

researchers 

Variabl

e 

(typica

lly 

256-

512 

bits) 

Hash 

Functio

ns 

Fast 

(similar 

to SHA-

256) 

Low Post-

quantum 

secure 

(resistant to 

quantum 

attacks) 



26 New Efficient Cryptographic Techniques For Cloud Computing Security 
 

 

Lattice 

Based 

Various 

researchers 

Genera

lly 

larger 

than 

traditio

nal 

algorit

hms 

(e.g., 

1000-

5000 

bits) 

Post 

Quantu

m 

Cryptog

raphy 

Can be 

slower 

than 

tradition

al 

algorith

ms, but 

ongoing 

research 

is 

improvi

ng 

efficienc

y 

Can be 

higher 

than 

traditi

onal 

algorit

hms, 

depen

ding 

on the 

specifi

c 

schem

e 

Post-

quantum 

resistant 

(believed to 

be secure 

against 

quantum 

computers) 

Multiva

riate 

Various 

researchers 

Typica

lly 

smaller 

than 

lattice-

based 

algorit

hms 

(e.g., 

128-

256 

bits) 

Post 

Quantu

m 

Cryptog

raphy 

Can be 

slower 

than 

tradition

al 

algorith

ms, 

especiall

y for 

larger 

key 

sizes 

Can be 

higher 

than 

traditi

onal 

algorit

hms, 

depen

ding 

on the 

specifi

c 

schem

e 

Resistant to 

some 

classical 

attacks, but 

some 

schemes 

have been 

broken 

Hash 

based 

signatu

re 

Various 

researchers 

Depen

ds on 

the 

hash 

functio

n used 

(e.g., 

256 

bits for 

SHA-

256) 

Post 

Quantu

m 

Cryptog

raphy 

Relative

ly fast, 

especiall

y for 

verificat

ion 

Low 

compa

red to 

other 

public-

key 

algorit

hms 

Security 

depends on 

the 

underlying 

hash 

function, 

but can be 

very strong 

 

 

5. Discussion and Future work 

This survey then presented several significant concerns on the new and efficient cryptographic 

techniques for cloud computing security explored in this article. Firstly, it was always a 

contentious issue because of the danger of compromising security in an attempt to increase 

efficiency, which is also the case here. Albeit the traditional mathematical algorithms like AES 

and RSA provide maximum security their computational time can be antagonizing when 

implemented in an environment, specifically cloud platforms. On the other hand, light-weight 

solutions provide solutions that offer a measure of security at the expense of providing higher 

response rates. As for promising paradigms, homomorphic encryption initiatives and lattice-

based cryptography give a hope for creating a secure cloud data that will still be usable. These 

techniques enable computation of data without actually decrypting it, a factor that is crucial in 
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abating data corruption in cloud environments. Though in theory they sound effective and 

efficient, in practice, concerns arise when it comes to computational time and management of 

keys. There is also another excellent feature of the survey: it is the accent on the interaction of 

some techniques which is normally used as a part of a set of methods with the best features of 

each of them being employed to achieve the most effect. For example, the combination of 

lightweight ciphers with homomorphic encryption may bring optimization in development for 

a relatively safe level. Moreover, use of multi-party computation also increase the security of 

data that is being processed since it can be processed in parallel with different parties without 

exposing any information that is considered confidential. Lastly, owing to an increased 

utilization of cloud computing, the analysis of advanced technologies such as blockchain and 

Quantum computing should be further explored and conducted in the future, distributed ledger 

application of Blockchain can increase the data reliability and efficiency, whereas quantum 

computation remains a major challenge that can weaken existing Cryptology Algorithms . 

Based on the results of the systematic survey, the following directions can be regarded as 

critical research and development areas in the context of cryptographic methods for cloud 

computing security. They are these directions that can bring about the possibilities for new 

developments which override present day drawbacks and post likely future difficulties that may 

arise. 

 

6. Conclusion 

From the recent work reviewed in Section IV it was witnessed how cryptographic techniques 

for cloud security have evolved and are changing. The results of the survey of the cloud 

computing challenges therefore underlines the importance of addressing them while raising 

awareness of the current work that experts and academics in the field are doing to advance the 

security in the technology. Al a time, such advanced cryptographic algorithms can improve 

cloud-based systems security. However, it is essential to remain weary and open to other risks 

which should drive more research and development in this field. This work renders a vision 

over existing trend in efficient cryptographic algorithms and clears the path for future 

developments regarding security of cloud computing, thereby recommended to academicians, 

practitioners as well as policy makers. 
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