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Abstract

Background: Maintaining patients' confidentiality is a crucial ethical and legal obligation for
healthcare providers and a fundamental aspect of delivering high-quality care. This study seeks
to evaluate the understanding, perspectives, and influencing factors among healthcare
professionals regarding patients' confidentiality, particularly in a setting with limited
resources.

Methods: A cross-sectional study was conducted among 423 healthcare professionals based in
institutions. Stratified sampling was utilized for participant selection, and data was gathered
through a structured self-administered questionnaire. Data entry was performed using Epi-
data version 4.6 and analyzed using SPSS version 25. Both bi-variable and multivariable
binary ‘logistic regression analyses were employed to assess the relationship between
dependent and independent variables, with odds ratios, 95% confidence intervals, and P-
values calculated to determine strength and statistical significance.

Results: Among 410 participants, approximately 59.8% [95% CI (54.8—68.8%)] demonstrated
good knowledge, and 49.5% [95% CI (44.5-54.5%)] exhibited a favorable attitude towards
patient confidentiality. Factors significantly associated with healthcare professionals’
knowledge of patient confidentiality included being male (AOR = 1.63, 95% CI [1.03-2.59]),
receiving training in medical ethics (AOR =1.73, 95% CI=[1.11-2.70]), and encountering
ethical dilemmas (AOR =3.07, 95% CI [1.07-8.79]). Similarly, training in medical ethics
(AOR = 2.30, 95% CI [1.42-3.72]), direct patient contact (AOR = 3.06, 95% CI [1.12-8.34]),
frequent patient visits (AOR = 4.38, 95% CI [2.46-7.80]), and ethical dilemmas (AOR = 3.56,
95% CI [1.23-10.26]) were significant factors associated with healthcare professionals’
attitudes towards patient confidentiality.

Conclusion: The study indicates that healthcare professionals exhibit a modest attitude but
relatively good knowledge regarding patient confidentiality. Encouraging ongoing medical
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ethics training for healthcare workers, both pre-employment and during their tenure, could
enhance their understanding and attitudes towards patient confidentiality.

Introduction

Confidentiality refers to the restriction of access to personal information from unauthorized
persons and processes at authorized times and in an authorized manner. When we say patients
have the right to confidentiality, it refers to keeping privileged communication secret and
cannot be disclosed without the patient’s authorization. (de Sousa Costa et al., 2020)

Health professionals have a legal obligation to handle patients' information privately and
securely. As a result, patients and professionals develop trust and a positive relationship. If such
highly sensitive data is improperly disclosed, it could threaten patients' safety. Hence
confidentiality needs to be respected to protect patients’ well-being and maintain society’s trust
in the physician—patient relationship. The issue of confidentiality has been recognized as a
global concern. As a result, several internationally agreed on principles and guidelines for
maintaining the sanctity of patients’ private lives during treatment. This law, known as Data
Protection Act, was enacted in 1998 and was last revised in 2018. The Data Protection Act was
created to provide protection and set guidelines for handling personal data. There is no
comprehensive data protection law that covers health data protection. This law mandates health
providers to keep patients' health information confidential. Furthermore, only a few research
have looked into health professionals' awareness of ethical rules and data security and sharing
laws . (Starchoti & Pikulik, 2019)

Confidentiality is the basis of the legal elements of health records and an ethical cornerstone
of excellent care. More importantly, the quality of information shared with healthcare experts
is determined by their capacity to keep it private. Otherwise, the patient may withhold
important information, lowering the quality of care offered.

Although information sharing is essential in an interdisciplinary health team, each professional
should limit information disclosure to an unauthorized health professional to plan and carry out
procedures in the patient's best interests. The exchange of patient medical records and data with
an unauthorized person continues to be a common occurrence in a variety of clinical settings.
Breaches of confidentiality in clinical practice due to negligence, indiscretion, or sometimes
even maliciously jeopardize a duty inherent in the physician—patient relationship. Breaches of
confidentiality and sharing data with unauthorized parties may have the potential to harm the
patients’ health. Health care quality declines due to a loss of confidence in the professional-
patient relationship. Patients become hesitant to seek care and attend follow-up appointments
due to their mistrust of health providers. (Drogin, 2019)

Until recently, the standard curricula of recent medical schools did not include a medical ethics
course. Despite the existence of a medical ethics course, patients' concern about maintaining
their confidentiality has grown, and reports of unethical behavior by health professionals on
patient confidentiality are familiar. (Yilma, 2020)

There are so many problems regarding patient medical record confidentiality and data sharing.
The loss of patient medical records due to handling by unauthorized staff without consent and
transporting to another department is a big issue . That can affect patients’ quality of care by
consuming time, harming patient satisfaction, causing improper diagnosis, and making it
difficult to get the previous history. (Abuhammad et al., 2020)
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The significance of this research is that it addresses the rapidly growing trend of patient data
sharing and confidentiality among health practitioners in developing countries taking as an
example. There is limited evidence regarding health professional knowledge and attitude
related to patients’ confidentiality in resources limited settings. Therefore, this study will fill
evidence gaps on health professional knowledge, attitude, and associated factors related to
patient confidentiality . This study will provide policymakers with up-to-date information on
health professionals' knowledge and attitude towards patient confidentiality. Aside from that,
the outcomes of this study may aid legislators in developing plans to improve health
professionals' knowledge and attitude toward patient confidentiality. (Beltran-Aroca et al.,
2019)

Method
Study design and setting
An Institutional based cross-sectional study was conducted among health professionals .

The study included all healthcare professionals , excluding those with less than six months of
experience, absent for various reasons, or on yearly leave.

Sample size determination and sampling procedure

The sample size of 423 was calculated using the single population proportion formula,
considering a 10% non-response rate. Stratified sampling proportional to the number of
healthcare providers in each department was employed, followed by a computer-generated
simple random sampling technique to select study subjects.

Study variables

The primary outcome variables were knowledge and attitude towards patient confidentiality,
assessed using validated questionnaires based on a review of related literature. Socio-
demographic and work-related characteristics served as independent variables.

Operational definitions

Knowledge about patients' confidentiality was assessed using seven items with "yes" and "no"
responses, categorized as 'good' or 'poor' based on a calculated mean score. Attitudes were
evaluated using 14 Likert scale questions, with scores categorized as 'favorable' or 'unfavorable'
based on the mean value.

Data collection tool and quality control

A pre-tested, self-administered questionnaire in English was used, with trained data collectors
ensuring clarity and consistency. The instrument's validity and reliability were confirmed
through a pre-test, achieving high reliability (Cronbach alpha > 0.7).

Data processing and analysis

Data were entered using Epi Data version 4.6 and analyzed using SPSS version 25. Descriptive
statistics summarized socio-demographic variables and participants' knowledge and attitudes.
Bi-variable and multivariable binary logistic regression analyses assessed associations between
variables. Variables with p < 0.2 in bi-variable analysis were included in multivariable
regression. Odds ratios with 95% confidence intervals were calculated, with significance set at
p < 0.05. Assumptions of multi-collinearity were checked before regression analysis,
confirming no multi-collinearity issues.
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Results
Description of participant’s socio-demographic and work-related characteristics

Out of 423 participants, 410 responded to the questionnaire, yielding a response rate of 96.9%.
The mean age of participants was 28.12 (SD £ 5.16) years, ranging from 21 to 50 years. The
majority of participants were male (66.1%) . Regarding education, over half (55.6%) had a BSc
degree. Most participants (79.8%) had less than five years of work experience, and the largest
professional group was nurses (47.8%). Nearly all (95.4%) had direct patient contact, with
around 39% seeing over 40 patients daily. A small proportion (5.9%) faced more than two
ethical dilemmas daily.

Health professionals’ knowledge about patients’ confidentiality

Among participants, 59.8% [95% CI (54.9-64.5%)] demonstrated good knowledge about
confidentiality, with a mean score of 3.91 (SD=1.39) out of 7 points. Most respondents
acknowledged that access to medical records should be governed by law (87.3%) and
considered non-medical information confidential (44.6%). Additionally, 71% were aware that
third-party insurance companies could not access patient examination results without consent,
but only 28% knew that policies could not freely access medical records.

Health professionals’ attitude towards patients’ confidentiality

About 49.5% [95% CI (44.6-54.3%)] of participants had a favorable attitude towards
confidentiality, with a mean score of 42.8 (SD + 8.90) out of 70 points. A significant proportion
(30.7%) agreed that confidentiality affects patients, and 72.9% reported not allowing non-
medical personnel into examination rooms during patient discussions. Regarding data storage,
53.7% used lock systems and 39.5% used computers.

Factors associated with health professionals’ knowledge about patients’ confidentiality

Bi-variable and multivariable logistic regression analyses revealed that sex, training on medical
ethics, and encountering ethical dilemmas were significantly associated with good knowledge
towards patient confidentiality. Males were 1.63 times more likely to have good knowledge
than females, those with medical ethics training were 1.73 times more likely, and those facing
more ethical dilemmas were 3.07 times more likely.

Factors associated with health professionals’ attitude towards patients’ confidentiality

Training on medical ethics, direct patient contact, patient visit numbers, and ethical dilemma
encounters were significant factors in the attitude towards patient confidentiality. Participants
with medical ethics training were 2.30 times more likely to have a favorable attitude. Those
with direct patient contact were 3.06 times more likely, those seeing more patients daily were
4.38 times more likely (more than 40 patients), and 1.96 times more likely (30-40 patients),
and those facing more ethical dilemmas were 3.56 times more likely to have a favorable
attitude.

Discussion

This study delves into health professionals’ knowledge and attitudes regarding patient
confidentiality and identifies associated factors.

The study found that approximately 59.8% of respondents possessed good knowledge about
patient confidentiality. This aligns with findings from studies in Iran but falls slightly below
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figures reported in studies from Spain and Tehran University Medical School. This variance
could stem from differences in healthcare systems, with professionals in high-resource settings
possibly having more exposure to patient privacy concepts. Moreover, the relatively young and
less experienced profile of participants in this study may have influenced the knowledge levels
compared to more seasoned professionals in other studies. (Karasneh et al., 2021)

Regarding attitudes, 49.5% of participants exhibited a favorable stance on patient
confidentiality. This is consistent with a study in northern Jordan but lower than findings in
Turkey. Variations in awareness and training across different healthcare contexts may
contribute to these differences in attitude levels. (Hosseini-Ghavam-Abad et al., 2019)

The study identified several factors associated with health professionals’ knowledge and
attitudes. Males tended to have better knowledge about patient confidentiality, a trend seen in
studies from other regions as well. This could be attributed to greater access to information and
technology among males. Additionally, training in medical ethics and encountering ethical
dilemmas were predictive of both knowledge and attitude. Regular medical ethics training
emerged as a crucial strategy to uphold confidentiality standards, as supported by literature
from Barbados and Vietnam. (Drogin, 2019)

Direct patient contact and higher patient visit numbers were linked to a favorable attitude
towards patient confidentiality. This suggests that hands-on experience and exposure to patient
care dynamics contribute to a deeper understanding and appreciation of confidentiality
protocols among healthcare professionals. (Adeleke et al., 2011)

In conclusion, while there is room for improvement in health professionals’ attitudes towards
patient confidentiality, the study highlights the importance of ongoing medical ethics training
and practical experience in shaping positive attitudes and enhancing knowledge in this critical
aspect of healthcare practice. Regular training initiatives and a supportive ethical framework
can significantly contribute to maintaining high standards of patient confidentiality. (Blightman
et al., 2014)

References

1. de Sousa Costa R, de Castro Ruivo I, editors. Preliminary remarks and practical insights on
how the whistleblower protection directive adopts the GDPR principles. Annual Privacy
Forum; 2020. Springer.

2. Starchon P, Pikulik T. GDPR principles in data protection encourage pseudonymization through
most popular and full-personalized devices-mobile phones. Procedia Comput Sci.
2019;151:303-312. doi: 10.1016/j.procs.2019.04.043.

3. Drogin EY. Confidentiality, privilege, and privacy. 2019.
4. Romeo C. Enciclopedia de Bioderecho y Bioética. Cuad Med Forense. 2012;18(3—4):144-145.

5. Beltran-Aroca CM, Girela-Lopez E, Collazo-Chao E, Montero-Pérez-Barquero M, Muiloz-
Villanueva MC. Confidentiality breaches in clinical practice: what happens in hospitals? BMC
Med Ethics. 2016;17(1):1-12. doi: 10.1186/s12910-016-0136-y.

6. Parsa M. Privacy and confidentiality in medical field and its various aspects. ] Med Ethics Hist.
2009;4:1-14.

7. Spencer A, Patel S. Applying the data protection act 2018 and general data protection regulation
principles in healthcare settings. Nurs Manag. 2019;26(1):34.

8. Act DP. Data protection act. London Station Off. 2018;5.

Migration Letters



1550 Health Professionals’' Knowledge And Attitude Towards Patient Confidentiality And Associated

Factors

10.

11.

12.

13.

14.

15.
16.

17.
18.

19.

20.

21.

22.

23.

24.

25.

Yilma DKM. Privacy and personal data protection in Africa A rights-based survey of
legislationin eight countries 2020 [cited 2021 January 23].

Organization Wh. Policy - Food, Medicine and Health Care Administration and Control Council
of Ministers Regulation (Regulation No. 299/2013) 2014 [cited 2022 January 23].

Adeleke I, Adekanye A, Adefemi S, Onawola K, Okuku A, Sheshi E, et al. Knowledge, attitude
and practice of confidentiality of patients' health records among health care professional at
federal medical centre. Bida Niger J Med. 2011;20(2):228-235.

Cas G, Aji G. Analysis of the ethical aspects of professional confidentiality in dental practice.
Br Dent J. 2008;205(5):257.

Blightman K, Griffiths S, Danbury C. Patient confidentiality: When can a breach be justified?
Contin Educ Anaesth Critical Care Pain. 2014;14(2):52-56. doi: 10.1093/bjaceaccp/mkt032.

Bartlett YK, Coulson NS. An investigation into the empowerment effects of using online
support groups and how this affects health professional/patient communication. Patient Educ
Couns. 2011;83(1):113—119. doi: 10.1016/j.pec.2010.05.029.

(EMA) EMA. medical ethics for doctorsin Ethiopia 2010 [cited 2022 January 23].

Ayalew NA. Duty of confidentiality in arbitration process in Ethiopia. Int J Soc Sci Econ Rev.
2019;1:92-100.

Wikipedia. Gondar 2020 [cited 2021 October 16].

Abdella NM, Tefera MA, Erediec AE, Landers TF, Malefia YD, Alene KA. Hand hygiene
compliance and associated factors among health care providers in Gondar University Hospital,
Gondar, North West Ethiopia. BMC Public Health. 2014;14(1):1-7. doi: 10.1186/1471-2458-
14-96.

Naing L, Winn T, Rusli B. Practical issues in calculating the sample size for prevalence studies.
Arch Orofac Sci. 2006;1:9-14.

Karasneh R, Al-Mistarehi A-H, Al-Azzam S, Abuhammad S, Muflih SM, Hawamdeh S, et al.
Physicians’ knowledge, perceptions, and attitudes related to patient confidentiality and data
sharing. Int J General Med. 2021;14:721. doi: 10.2147/IIGM.S301800.

Abuhammad S, Alzoubi KH, Al-Azzam SI, Karasneh RA. Knowledge and practice of patients’
data sharing and confidentiality among nurses in Jordan. J Multidiscip Healthc. 2020;13:935.
doi: 10.2147/JMDH.S269511.

Hosseini-Ghavam-Abad L, Asghari F, Bandehagh A, Najafipour S, Bigdeli S. Patient privacy:
awareness and attitudes of Iran University of Medical Sciences medical students. Med J Islam
Repub Iran. 2019;33:12.

Rangrazr F, Rabie R. Evaluation of patients' rights in public hospitals in Kashan in 2002. J
Kermanshah Uni Med Sci. 2005;1(9):62-71.

Beltran-Aroca CM, Labella F, Font-Ugalde P, Girela-Lopez E. Assessment of doctors’
knowledge and attitudes towards confidentiality in hospital care. Sci Eng Ethics.
2019;25(5):1531-1548. doi: 10.1007/s11948-018-0078-5.

Sheikh-Taheri AK, BaratiMarnani KA. Knowledge of physicians, nurses and staff of medical
records of the legal aspects of medical records in hospitals affiliated to Tehran University of
Medical Sciences. Health Inf Manag. 2010;89(7):136—-146.



26.

27.

28.

29.

30.

31.

32.

33.

Meshal Dakhil Alanazi et al. 1551

Privacy International. Medical privacy and security in developing countries and emergency
situations 2012 [cited 2022 January 25].

Demirsoy N, Kirimlioglu N. Protection of privacy and confidentiality as a patient right:
physicians’ and nurses’ viewpoints. Biomed Res. 2016;27(4):1437-1448.

Wandrowski J, Schuster T, Strpbe W, Steger F. Medizinpthische Kenntnisse und moralische
Positionen von Arztinnen und Arzten aus Bayern. Dtsch Arztebl. 2012;109(8):141-147.

Noor MM, Hassan WH. Wireless networks: developments, threats and countermeasures. Int J
Dig Inf Wirel Commun (IJDIWC) 2013;3(1):125-140.

Nejad EM, Begjani J, Abotalebi G, Salari A, Ehsani SR. Nurses awareness of patients rights in
a teaching hospital. J] Med Ethics History Med. 2011;4:2.

Veerus P, Lexchin J, Hemminki E. Legislative regulation and ethical governance of medical
research in different European Union countries. J Med Ethics. 2014;40(6):409—413.

Hariharan S, Jonnalagadda R, Walrond E, Moseley H. Knowledge, attitudes and practice of
healthcare ethics and law among doctors and nurses in Barbados. BMC Med Ethics.
2006;7(1):1-9.

Khac Hai N, Lawpoolsri S, Jittamala P, Thi Thu Huong P, Kaewkungwal J. Practices in security
and confidentiality of HIV/AIDS patients’ information: a national survey among staff at HIV
outpatient clinics in Vietnam. PLoS ONE. 2017;12(11):e0188160.

Migration Letters



