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Abstract 

Background: Electronic Medical records (EMRs) can improve the quality and safety of care. 

However, the adoption and use of the EMR is influenced by several factors, including users’ 

perception. Jeddah city made a major bound forward, which supports with the vision of 

leadership, in the region’s electronic health services by adopting a unified electronic medical 

record system across the country. EMRs provide a better, more efficient standard of care and 

a vital database that will update the administrative process and promote better outcomes with 

less utilization of resources. MRs Form an essential part in patient management and include a 

diversity of patient data information that might be sensitive. Therefore, the primary challenge 

is to maintain data confidentiality of the EMRs. The study aims: To investigate the perceptions 

of healthcare professionals (HCPs) and healthcare users (HCUs) toward EMRs and data 

confidentiality in electronic healthcare facilities in Jeddah, KSA. Methods: A descriptive study 

was conducted on explored the perceptions towards EMRs and data confidentiality using an 

online survey as a data collection tool. Data collection was carried out over four weeks started 

from January 2022. The dependent variables were the user and provider perceptions, while the 

independent variables included gender, and age. A random sample of 201 electronic 

Healthcare facilities professionals and users was included. Results: The findings of the study 

revealed that most HCPs and users agreed on the presence of good electronic Health data 

protection practices and confidentiality principles. There was a statistical correlation between 

the surveyed confidentiality practice perceptions and gender. However, age had no statistically 

significant association. Conclusions: These research findings can influence policymakers and 

stakeholders when developing EMRs and data confidentiality policies and guidelines across 
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the healthcare facilities, in particular, during the implementation of unified EMRs. Future 

research could investigate the effect of the specific demographic variables on the perception 

of confidentiality among electronic healthcare facility users that might influence EMRs and 

data confidentiality.  

  

Keywords: Electronic Health; Confidentiality; electronic medical records; healthcare 

professionals. 

  

Introduction  

The implementation of health information technology (HIT) has been associated with improved 

quality of healthcare services, increased efficiency, and reduced costs of healthcare as well as 

provider satisfaction (1, 2). Electronic medical records (EMRs) and electronic health records 

(EHRs) are the most common e-health technologies used in many healthcare settings today (3). 

Lu et al., (2005) (4) noted that these computer-based record systems help healthcare 

professionals (HCPs) to manage patients’ health information and improve care (4). The 

healthcare outcomes of EHR/EMR are mainly attributed to the systems’ enormous benefits, 

including but not limited to the elimination of redundant paper-based processes (5, 6), 

elimination of time-consuming procedures in recording and retrieving patient data (7), easy 

access to patient information (8), and improved communication between the multidisciplinary 

teams (9, 10). 

Therefore, electronic health information systems (HISs) are crucial for the sustainability of 

healthcare organizations as the provision of high-quality care services likely to attract more 

clients resulting in increased profitability and growth (11). Electronic Health is an inevitable, 

real-time technological advance that enhances patient-centered communication in the age of 

globalization. The use of EMR offers potential improvements in the legibility and accessibility 

of medical records among multiple HCP sites (12, 13). EMRs allow the immediate and 

complete exchange of patient health information. This property can improve the quality and 

safety of healthcare services, reduce healthcare costs and facilitate research. Electronic records 

also enhance the safety of healthcare services through strengthening the continuity of care and 

increasing the documentation accuracy, accessibility of test results and availability of online 

medication reordering with drug alerts and error notifications (13, 14).  

However, successful digital healthcare infrastructure, created by an EMR system, requires a 

better understanding of the healthcare user’s views, concerns and experiences, as healthcare 

professionals are using EMR daily to deliver the services (12). The benefits of an EMR system 

must be balanced against the possibility of a potential loss of information privacy and cyber-

attacks, which are more prominent than for paper medical records. Patient health information 

is stored in the system of healthcare providers, insurance companies and government entities 

for record, references and research purposes. Storing sensitive patient information in the 

electronic health system can lead to unauthorized access and misuse (12-14). 

Without the presence of legislation, electronic healthcare service users may fear unauthorized 

access to sensitive personal information and, thus, avoid the use of electronic health services. 

Therefore, the perception of users is critical to determine their behaviors and interactions with 

the system. Hence, it is the responsibility of the provider to maintain the confidentiality of the 

data through the implementation of proper privacy and liability mechanisms to increase trust 

in the electronic health system and services provided, including the internet of medical things 

(12, 15, and 16). Interviewing healthcare professionals in London showed that there is a 

superficial level of perception regarding the importance of healthcare system security, which 
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might significantly threaten the integrity of the healthcare system (17). A cross-sectional study 

conducted in New Zealand showed that 73.3% of participants were apprehensive regarding the 

privacy and security of their medical records (18). 

A survey conducted in the United States on primary care physicians revealed that the majority 

of physicians perceived the benefit of EHRs. However, they reported a primary concern for the 

privacy and confidentiality of electronic Health services (19). A study conducted on the impact 

of health disclosure laws on health information exchanges showed that the presence of secure 

privacy and confidentiality laws that limit disclosure of health information data led to more 

significant health information exchanges between healthcare facilities (20, 21). Other studies 

focused on individual attitudes toward EHRs, indicating that privacy concern was reduced by 

the perceived effectiveness of regulatory mechanisms and the perceived effectiveness of 

technological mechanisms, where both showed a positive impact on the trust, while 

technological mechanisms positively impacted the perceived privacy control and trust (15, 22, 

and 23). 

Electronic medical record users may experience serious financial, social and psychological 

problems if sensitive information and other determinants of health informatics adoption and 

diffusion are disclosed (21, 24). There is limited evidence regarding the current use and 

perception of electronic medical records and data confidentiality in KSA. In this study, we 

investigated the perception of healthcare professionals and healthcare users toward electronic 

medical records and data confidentiality in electronic Healthcare facilities after the 

implementation of electronic medical records for the most significant public healthcare service 

provider in Jeddah, KSA.  

 

Methods 

A descriptive cross-sectional study investigated the perceptions of healthcare users toward 

electronic Health data and record confidentiality in Jeddah in terms of user perceptions 

regarding the data protection practices of electronic Healthcare facilities in Jeddah as well as 

their understanding of the adoption of useful confidentiality measures. We also investigated 

the confidentiality and privacy principles offered by healthcare providers and users to maintain 

data privacy and measured their association with some demographic variables, including 

gender, age. The HCPs included physicians, nurses, paramedics and nutritionists, while the 

healthcare users represented the patients receiving care from such facilities. The survey 

inclusion criteria required literacy in Arabic or English. Users who did not speak either English 

or Arabic were excluded. 

The data collection procedure was through a universal link sent by a convenient method 

through email and social media programs to the HCPs. At the same time, HCPs were contacted 

by the primary healthcare sector. Participation was entirely voluntary, and the participant could 

stop the survey based on their convenience at any time while answering the survey 

questionnaire. There was no identifiable information obtained from the participants, and the 

participants were anonymous. Data collection was carried out over four weeks started from 

January 2022. By the end date, the collection period survey was closed, and the data were 

downloaded from the survey platform. 

The researchers used email, mobile phone and social media programs to recruit participants; 

the universal link was sent to different contacts, to reach a maximum number of users in the 

months of January-February of 2022. After data cleaning, the final number obtained from 

survey respondents for providers and users was 201. Similar to providers, the users’ sampling 

method was based on volunteer sampling. The survey link had the same message sent to all 
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participants explaining the purpose of the study, the informed consent form and the survey 

questions.. Many types of research tackling the same topic area used the survey method, which 

made the cross-sectional survey approach the best to collect the required data (25-28). 

The demographic variables obtained for both users and providers in the survey included gender, 

age, employment designation, length of service, and type of healthcare sector. The healthcare 

sector was divided into public, private and other, as public and private are the two main 

categories, while other will cover an additional minority if it exists. 

The dependent variables (DVs) were obtained through posing three questions; the first was 

about how the user feels while using the electronic Healthcare facility regarding their rights, 

data record accuracy and protection and if they trust and feel comfortable while using the 

EMRs. The second DV question was regarding the seven privacy principles used to measure 

the degree of privacy and confidentiality offered by healthcare providers to maintain data 

privacy. The seven principles are the notice principle, choice principle, disclosure principle, 

security principle, data integrity principle, access principle and enforcement principle. The 

third DV question was regarding the perception of healthcare users of the right adoption of data 

privacy measures by HCPs. The dependent variables were measured against a Likert scale. 

The data collected were exported to Microsoft Excel in both forms as coded values and coded 

text and then exported into Statistical Package for the Social Sciences (SPSS) version 28. Data 

cleaning and screening procedures were applied to the exported SPSS data. After cleaning, a 

codebook was generated for all variables, the data entry was performed using the codebook, 

and descriptive tables for demographic data were generated. 

Three domains of perceptions were investigated. This was carried out using 25 questions, with 

6 for healthcare professional and user feelings regarding data privacy while using the electronic 

Health facility in Jeddah, seven for privacy principles and 12 for good provision of privacy and 

confidentiality of healthcare providers when dealing with patient data. Each question had seven 

options ranging across Strongly Disagree, Somewhat Disagree, Slightly Disagree, Slightly 

Agree, Somewhat Agree, Strongly Agree, and Not Applicable. They were given scores of 1, 2, 

3, 4, 5, 6, and 7, respectively. 

After applying the percentage score, descriptive tables were generated; cross tables regarding 

the correlations between demographic variables and the principle domains were also generated 

using SPSS. The statistical significance was calculated, and a p-value of less than 0.05 was 

considered the cut-off point of significance. 

 

Results 

Table (1) shows 78% of the survey respondents were HCPs, while 22% (n = 44) represented 

healthcare users. The description of demographic characteristics of the participants shows that 

82% of the respondents were female while there were 18% male respondents. Approximately 

86% of the respondents were 30 years of age or above. Approximately 90% of the respondents 

(n = 180) utilized the private healthcare sector, as compared to 21 respondents (10%) who used 

the public healthcare sector (Table 1). 

Table (2) shows that the healthcare users who reported that the purpose of the last visit to the 

healthcare institution or clinic included medical follow-up constituted 41%. In comparison, 

27.3% used it for medical tests, 18% for emergency visits and 13.6% for regular check-ups 

(Table 2).  

On the other hand, healthcare professionals were 62.4% doctors, 27.4% nurses, 2.5% medical 

assistants, and 1.3% dieticians and nutritionists, while 6.4% were reported as other health-allied 
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professionals; including pharmacists, radiographers and speech therapists. Forty-eight percent 

of the survey healthcare professionals had more than ten years of working experience within 

their respective designations (Table 3). 

Perception of the Participant on electronic Health Privacy 

Our findings of the perception of the data protection practice of the electronic Healthcare 

provider showed that more than 93% of the survey respondents reported that they were 

“comfortable when using electronic Health services”, “the data collected are recorded 

accurately and precisely” and “they could trust the electronic Health services systems offered”. 

Ninety-one percent of the survey respondents reported that “they felt secured when using 

electronic Health services”. We found that 90% of the user respondents felt that their “data 

collected are protected” and 89% felt that “their right has not been violated”. 

Findings of the data privacy principles from the perspective of service providers were as 

follows: 

1. Notice principles: This principle explains that the data user must inform the individual 

that their data are being collected; they also must provide their contact details, the type of 

disclosed data and if the third party will use the data. (90 %) of the respondents agreed that this 

principle was evident. 

2. Choice principle: This principle empowers individuals to have the authority to limit 

the usage of their data to only the collected purpose. (83%) percent of the respondents agreed 

that this principle was evident. 

3. Disclosure principle: Data disclosure to the third party must be ensured after informing 

the subjects, and data should be transferred according to the purpose for which it was initially 

collected. (87%) percent of the respondents agreed that this principle was evident. 

4. Security principle: This principle protects the data from misuse, abuse, unauthorized 

access and disclosure while dealing with collected data. (92%) percent of the respondents 

agreed that this principle was evident. 

5. Data integrity principle: According to this principle, the collected data should be 

accurate and consistent at all stages; during collection, usage and disclosure. (92%) percent of 

the respondents agreed that this principle was evident. 

6. Access principle: According to this principle, the data should be accessible by an 

authorized individual to amend, delete and modify the data if required, in addition to tracking 

modification history. (86%) percent of the respondents agreed that this principle was evident. 

7. Enforcement principle: This principle requires that the data user should provide a 

precise, transparent mechanism to ensure compliance with data principles. (92%) percent of 

the respondents agreed that this principle was evident. 

The survey also included questions related to the providers’ perception of the adoption and 

maintenance of ethical electronic Health data privacy standards and practices by the electronic 

Health service provider. The results showed that 95% of the respondents agreed that the service 

providers, in general, were following the data protection principles to: “maintain personal 

information”, “continuously improve the process of collecting patients' information”, 

“continuously update and enhance the networks to the latest technology available” and “record 

all data and information precisely and accurately”. In addition, 94% agreed to the notion of 

“maintain personal privacy”, 93% agreed on “reassure patients that privacy is at its highest”, 

“avoid being the violators of user trust” and implementation of the privacy policy. Over 89% 

of respondents agreed to statements such as “avoid being the worst privacy offenders”, “store 

all patients’ information and data in safe networks” and “have encrypted networks”. We found 
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that 84% agreed to the statement, “Educate the patients on the standard privacy rules and 

procedures in place”. 

Table (4) shows that there was no statistically significant association between age and gender 

(users and providers) for all privacy statements.  

Table (1): The demographic characteristics of the study 

Variable  n % 

Gender 
Female 165 82 

Male 36 18 

Age (years) 

Below 20 5 2.5 

20–29 24 12 

30–39 86 42.8 

40–49 63 31.3 

Above 50 23 11.4 

Respondent 
Healthcare user 44 22 

Healthcare professional 157 78 

Healthcare sector 
Public 180 90 

Private 21 10 

Table (2): Healthcare user purpose of the last visit to the healthcare facility 

Variable n % 

Purpose of the last visit 

Medical follow-up 18 41 

Medical test 12 27.3 

Emergency visit 8 18.1 

Regular check-up 6 13.6 

Table (3): Length of service and designation of healthcare professionals 

Variable n % 

Length of service 

Less than 5 years 45 28 

5–10 years 37 24 

More than 10 years 75 48 

Designation 

Doctors 98 62.4 

Nurse 43 27.4 

Medical assistant 4 2.5 

Dietician 2 1.3 

Other health allied 10 6.4 
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Table (4): Statistical associations between the perceptions of participants on privacy principles 

and the practice of providers and users and selected demographic variables 

 Age Gender 

Notice principle 0.706 0.524 

Choice principle 0.736 0.762 

Disclosure principle 0.662 0.495 

Security principle 0.710 0.752 

Data integrity principle 0.509 0.081 

Access principle 0.337 0.926 

Enforcement principle 0.776 0.684 

* p-value: significance less than 0.005. 

 

Discussion 

The massive volume of clinical data, new knowledge and advanced clinical tools, as well as 

integrated and coordinated patient clinical information, created the need for electronic Health 

(EH) and electronic medical records (EMRs). Patient health record data and information are 

crucial in the healthcare sector. EMRs help to achieve massive cost savings, improve the 

efficiency and quality of care by increasing accessibility, aid in the provision of coordinated 

and comprehensive care and reduce medication error (29). This study showed that there is an 

increased level of agreement on the data protection practice by an electronic Healthcare 

provider as indicated in the results achieved on 11 of the statements measured after EMR was 

implemented. This was true except for the “rights have not been violated” statement, which 

showed a similar level of privacy perception before and after EMRs implementation according 

to “privacy protection laws and public perception of data confidentiality, the case of electronic 

healthcare services (24)”.  

A study on the perception of EMRs by nursing staff in a teaching hospital in India showed that 

75% of the nurses were comfortable using the EMRs (30) while the results in this study showed 

a higher level of agreement particularly after the implementation of EMRs. The rated data 

confidentiality principles showed an overall reduction in the level of agreement on the presence 

of privacy principles except for the data integrity and enforcement principle, which increased 

from 84% to 90% after EMRs implementation. A study carried out in the United States (n = 

30) with mixed cultures to assess patients willingness to share their information showed that 

individuals with highly sensitive data were less likely to share their information unconditionally 

(31, 32), especially if there was a lack of consent before data usage (23). This might provide 

an insight into the reason behind the reduction in the notice, choice, and disclosure principle 

levels of agreements. 

When the results of this survey were compared with the earlier study that was conducted before 

EMR implementation (24), the survey findings regarding the providers’ opinions on the 

motives for adopting ethical Health data privacy principles by electronic Health service 

providers showed an increased level of agreement, except for statements such as “educate the 

patients of the standard privacy rules and procedures in place”, which remained the same before 

and after EMR implementation. A study by Gupta et al. (2016) (22) showed that a user’s trust 

could be positively impacted by the perceived effectiveness of the technological and regulatory 

mechanisms. Respondent perceptions in this study might reflect the level of trust toward 
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electronic Healthcare facility EMR confidentiality measures. 

In the study conducted by Sarabdeen and Moonesar, (2018) (24), the majority of respondents 

were from healthcare users, and there was no significant association between all the 

demographic variables and the privacy principles in the study. In this study, the majority were 

from the healthcare professional categories that are using electronic medical records to manage 

the patients. In this study, age had no statistically significant association with the different 

studied elements of privacy. There were statistically significant associations between the 

gender of the electronic medical record providers and “educate the patients of the standard 

privacy rules and procedures in place”, “continually improve the process of collecting patient’s 

information” and “the gender relationship needs to be further studied to understand how it 

affects users’ and providers’ perceptions”.  

Privacy principle applications at various healthcare institutions must be encouraged by 

policymakers. The presence of EMR data protection, confidentiality, and privacy law will 

strengthen patient rights. Reserving patient and healthcare professional rights will increase 

satisfaction. Different areas of data protection and privacy adopted from the study conducted 

by Sarabdeen and Moonesar, (2018) study provide a baseline for healthcare leaders and 

policymakers (24, 32). 

 

Conclusions 

The policy implications of those are as follows: Perception of the data protection practices of 

electronic Healthcare providers: This provides insights regarding healthcare users' perceptions 

of electronic Health facility practices, and how users and healthcare professionals feel with 

regard to facility data protection and their rights. The majority of respondents agreed on all 

statements. Perception of participants on adopting good Health data privacy practices by 

electronic Healthcare providers: This provides an insight into the motives for selecting ethical 

electronic Health data privacy principles by the electronic Health service provider. The 

variables that were associated were gender. This can be advised by the policymakers to invite 

and involve both genders to address any issues related to data protection before the 

implementation of the electronic medical records system. 

Perception of participants on the privacy principle practices of electronic Healthcare providers: 

Although most participants agreed on the privacy principle practices by electronic Health 

providers. Future studies are required to investigate the further effects of specific demographic 

variables on the perception of privacy among electronic Healthcare facility users. Additionally, 

participant responses could be influenced by the questionnaire items, resulting in commonly 

biased answers. Future researchers should include an in-depth interview method and add the 

perception of non-electronic Health facility users to compare the knowledge of both groups. 
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