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ABSTRACT

The goal of the security management information system is to consider both the intent behind
content disclosure and the implications of that use within the company. The precise division of
information management affects the enterprise's operati‘onal activities and leads to group
decision-making on information protection against outside unlawful use or data transfer to a
rival organization. After reviewing earlier research on ‘Information Security Management
System’ as an outcome variable in the Indian |\T industry, this study will discuss ‘Firewall
security’, ‘Logic based security’, ‘Problem of deleted data recovery’ and ‘success of security
management information system’. The literature study also includes a presentation of the
independent factor, ‘Information Security awareness (ISA)’ that have been chosen to influence
‘Firewall security’, ‘Logic based security’, as well as ‘Problem of deleted data recovery’ in
IT industry in India. Finally, a conceptual model has been proposed assessing the relationship
among ‘Information Security awareness (ISA)’, Firewall security, Logic based security,
Problem of deleted data recovery and success of security management information system

Key words: Information Security awareness, Firewall security, Logic based security.

1. INTRODUCTION

In the era of globalization, protection of information is critical in order to ensure business
continuity S. E. Chang (2006). Addressing security breaches became a challenge for
organizations. Information Security (IS) is a concept that is related to protecting information in
order to preserve the value it has for organisations and individuals Information's confidentiality,
integrity, availability, authenticity, accountability, and reliability are ensured through IS.
Organisations which are lacking in 1S will usually prone to a large number of security breaches
and incidents W. Al-Salihy (2003) recognising this, many organisations have put in place
substantial efforts in managing and handling the security of their information. They have
implemented Information Security Management (ISM) initiatives by reviewing IS processes,
policies, procedures, controls and organisational structures. ISM is a comprehensive approach
that involves the implementation of activities and controls to protect organisation’s information
assets from any intrusion. In spite of the efforts, organisations are still exposed to information
security threats, incidents, vulnerabilities and risks M.A.M (2011) One of the contributing
reasons is the ineffective ISM current practices. Organisations often emphasise on the technical

Research Scholar, Department of Computer Science, Al-Falah University, Dhauj, Fridabad, Haryana, India
2PhD Supervisor, Department of Computer Science Al-Falah University, Dhauj, Faridabad, Haryana, India
SPhD Co- Supervisor, Department of Computer Science Faculty of Sciences, Jamia Millia Islamia, New Delhi, India



Gulnaz Niazi et al. 1157

aspects without appropriate considerations on the non-technical aspects when implementing
ISM Shojaie and H. Federrath (2015).They normally perpetrate into the initiatives without
knowing the key factors that affecting its success N. Maarop et al (2015). Based on the above
facts, there is a need to identify the key factors that contribute to the success of ISM. This paper
addresses this issue by identifying and collating the key factors from theoretical and empirical
perspectives. The identified factors will be incorporated in the form of a proposed conceptual
framework for this study to strengthen the success of information security management system.

2. OBJECTIVE OF THE STUDY
Study of Security Management Information System in relation to Information
Technology
e Proposal of conceptual model assessing the relationship of Firewall concepts, logic and
findings and Problem of deleted data and their impact on Security Management
Information Systems

3. LITERATURE REVIEW

3.1lInformation Security (I1S)

Information security is concerned with the identification of an organization’s electronic
information assets and the development and implementation of tools, techniques, policies,
standards, procedures and guidelines to ensure the confidentiality, integrity and availability of
these assets.

Information security means protecting information and information systems against
unauthorized activities such as unauthorized access, use, disclosure, and reading, copying
recording, destruction, revision and manipulation (F, Bjorck. 2001; Bokhari, S. and Manzoor,
S. 2022). In fact, information security relates to confidentiality, integrity and availability of
data, regardless of information form including electronic, print of them forms. Computer
security focuses on ensuring being availability and proper functioning of a computer system
without any concern about information that is saved or processed by the computer system,
government, military agencies, corporation, financial institutions, hospital and private
occupations collect large amount of confidential information about employees customer,
products, researches and financial condition. Most of this information is already on electronic
computers collected, processed and stored and transferred in the network to other computers.
If conferential information about customers and/or financial issues or new institute financial
product is taken by arrival, this information leakage might lead financial loss to a business,
legal pursuit and /or even bankruptcy. Protecting confidential information is a business need
and in many cases a moral and legal need as well. For people, information security has a
significant effect on privacy (A. Rathmell. 2001).

Infact information security consists securing information and minimizing unauthorized access
to it and also the science of study of the methods to protect data in computer and communicative
system against unauthorized change. Information security is the protecting of information for
confidentiality, integrity and accessibility (P. Williams. (2001; Kamariotou, M.; Kitsios, F.
2023). Additionally, other features such as authenticity, responsiveness, credibility (validity),
irrefutability, information reliability can also include this sort of protection.

3.2Security Management Information Systems (SMIS)

Determining success factors in SMIS is essential as it provides a useful indicator of essential
security management practices required in a business. This indication will provide a general
idea to the companies to adopt appropriate SMIS for their business. Consequently from this
determination, company could invest on proper SMIS practice which is achievable with the
business objectives. Thus, only required resources are used and utilized without waste. Besides
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giving information to the organization on how to stay safe and secure in the business, SMIS
success factor also demonstrates the successful elements business must anticipate preventing
IS failure. Today, almost all businesses rely particularly in IS where security management is
inseparable feature to ensure business stays safe and secure.

Scholars like Ein-Dor and Segev (1978) have asserted in their study of the management of IS
that in an organizational context, organizational factors consisting of organizational size,
business type and management support are the main determinants of MIS success. The
organizational factors are again used in Kankanhalli et al. (2003)’s study of information system
security effectiveness. She found that similar factors are applied in determining IS security
effectiveness. Because this study looks at e-commerce as the organizational context in the study
of information systems security management success factors, similar organizational factor is
also considered and is accepted as part of attributes to be analyzed.

Security Management Information Systems (SMIS) connotes the holistic security management
in a business. SMIS looks at people, process and technology issues, of a business environment
(Wu, W., Shi, K., Wu, C. H., & Liu, J. 2021). It is necessary for a business to look into people,
process and technology perspectives (James, 1996). This is because information systems are
not just about the technology, but the people- creator and users, and process-involving internal
and external environment of related business. It is most appropriate and logical to use the
theoretical model developed, because it supports the bigger picture of SMIS concept. The
challenging part is to accommodate the attributes in each theory to suit the TOE umbrella,
which is discussed separately from this article. As the Internet is exempted from controls,
appropriate SMIS is highly needed toensure safe and secure transactions between users and the
business entity, thus providing trustworthy information systems. Security management
signifies the process of implementing and exercising security measures appropriate towards a
business with the objective to mitigate risk and threats. Security management must also decide
on business in attempts to withdraw any security measures due to change of business objective
or upgrade of the information systems. The same security management exercise and meaning
is reflected in many security standards and best practices including 15027002, GIASP and
Standard of Good Practices. Many scholars also discuss similar meaning of security
management in their studies (Kritzinger and Smith, 2008; Sanchez et al., 2006; Siponen and
Willison, 2008; von Solms, 2006; von Solms and von Solms, 2004; Zuccato, 2007; Bokhari, S.
and Manzoor, S. 2022) Thus, it is justly to say that security management involves businesses
to implement, exercise and monitor appropriate security measure to protect and safeguard
business assets in the business information systems.

Reflecting on the security management meaning, there are so much to be done to qualify
company to be a wise security management user. There is no rule of thumb but there are many
considerations to it such as highlighted by von Solms and von Solms (2004; Tewamba, et.al.
(2019).

3.3 Information Security Awareness

Hénsch and Benenson (2014) discuss three different meanings of information security
awareness from how most researchers have viewed it. The researchers have tried to define
information security awareness as a concept and came to the conclusion of these three meanings
in which you can have a viewpoint from.

Security awareness as perception contains the views of researchers which concludes that
information security awareness means that users should know that threats, dangers and risks
exists (Hansch&Benenson, 2014). “If an individual perceive the threat, that individual can be
described as having awareness of a threat.” (Johnston &Warkentin 2010, cited in
Hénsch&Benenson 2014, p. 326). This statement defines the meaning of security awareness as
perception. End users responds individually to different security threats and the response is
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decided by which kind of perception the individual have of that specific threat. Security
awareness as perception also relates to the degree an end user thinks something is secure or not
(Huang, Rau, &Salvendy, 2010).

Security awareness as protection contains the views of researchers which demands that the
users should be aware about which threats, dangers, and risks exists, and the users should also
be aware of which kind of measures they can apply to protect themselves. This meaning of
security awareness is about users’ attentions on security and how well they recognize IT
security problems and concerns, and how they should respond (Hansch&Benenson, 2014).
Security awareness as behaviour contains the views of researchers that concludes that the
main reasons of information security awareness is to reduce security hazards effectively. This
is reached when users know which kind of security measures they can use to protect themselves
and how to deploy and maintain software applications. This meaning of security awareness
focuses on how users act and think regarding information security, and the degree of which
you can transfer knowledge of different factors in information security that may influence the
way a user acts or behave (Hansch&Benenson 2014).

Information security awareness as a research field has been given increasingly important focus
over the years, and has become a well-researched area. The focus of researches lies in the view
of information security awareness of organizations and their end users, and how they should
promote, protect and work with security awareness (Furnell, Bryant &Phippen, 2007; Arcy,
Hovav&Galletta, 2009; Kritzinger&Solms, 2010). This has then led to that the academia,
government and the industry has developed and implemented numerous information security
awareness programmes (Kritzinger&Solms, 2010). According to Talib, Clarke &Furnell,
(2012) researches focus has also been on how and what to educate end users in, at
organizations.

Furthermore, in order to ensure that education leads to practice, researchers has identified that
it is important to measure how effective the organization's security awareness training really
is.

3.4 Firewall

Firewall is a security defense tool applied in the field of computer network security. It's used
between the intranet and the extranet. The former is recognized as a secure network. The latter
is identified asa relatively less secure network. The firewall consists of software and hardware.
Connectivity between the intranet and the extranet must and can only pass through the firewall.
Firewall is the basic service means to guarantee network information security. It's very
protective. At the same time, the information flow in and out of the network can be released
and intercepted by receiving the security policy control (permission, rejection, monitoring) and
so on. The firewall is an analyzer. Be able to analyze the information flow through. And a
separator, you can filter the analyzed information flow. It's also a limiter, restricting the flow
of information that is screened as unsafe. Denying access to the intranet, authorize secure
information flow into the intranet. Authorize secure information flow into the intranet.
Therefore, it can effectively protect network security. Ensure the security of the intranet.
Firewalls used to be partitions in buildings to prevent fire from spreading. Here is extended to
protect the internal network security of a protective wall Tang (2018).

3.4.1 Studies on Firewall Security

Wool performed two quantitative studies A. Wool, (2004) of firewall ruleset configuration
errors in real, deployed firewalls. Both of these studies suggest that firewalls, in general, are
poorly configured and that the number of configuration errors is positively correlated with the
number of rules in the ruleset. Wool’s studies and our study are tangentially related, but while
Wool studied the phenomena of configuration errors in great detail, our study discusses it with
broader strokes as part of a bigger picture. Furthermore, Wool defines a firewall configuration
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error as being any configuration of a set of configurations that he considers to be insecure in
some way. Even though the research is probably the best of its kind, the studies, as well as
Wool’s set of configuration errors, are rather old. This study aims to address both the definition
of configuration errors and the relevance of previous research.

Kamara et al. (2003) propose a methodology for analyzing vulnerabilities in firewalls. Twenty
known firewall vulnerabilities are analyzed and categorized according to the suggested
methodology.

Alsaleh et al. (2013) present a set of quantitative metrics for measuring the security level of an
enterprise firewall based on its ruleset configuration. The metric can be used to compare the
security of different firewalls against each other. While the metric is useful for many purposes
and certainly would be interesting to apply to data such as Wool’s, we cannot make use of it
given our choice of research methods. This study instead explores an alternative approach to
estimating firewall security.

Firewall testing has different goals, including determining if the firewall is a correct
implementation of the firewall security policy, how well the firewall resists particular types of
attacks, if leakage occurs in the security perimeter created by a firewall, if the logging capability
is adequate, if the firewall has the ability to send alarms, and if the firewall can hide information
and addresses from the internal network it protects E. Schultz (1996). The basic design of a
firewall and sample firewall algorithms are discussed in Schuba formalizes firewalls using
hierarchical colored Petri nets. Bellovin S. loannidis et al (2000) recently proposed a distributed
approach to Internet firewalls. In this approach, personal firewalls are installed at the hosts
themselves. The advantages of this distributed approach include detection of attacks within the
internal network, detection of more application level attacks, and speeding up firewall
functions.

In Haeni (1997) describes a methodology to perform firewall penetration testing. The testing
steps include indirect information collection, direct information collection, attacks from
outside, and attacks from inside. Attack approaches are based on the type of firewall. For packet
filtering firewalls, the attacks include blind IP spoofing, non-blind IP spoofing, source porting
and source routing. For application level firewalls, the attacks are on bad security policy, poorly
implemented policies, SOCKs incorrectly configured, brute force attacks, and enabled
services/ports.

Another firewall testing methodology is presented in Giovanni (2000). The field testing is
currently performed using simple checklists of vulnerabilities without taking into account the
particular topology and configuration of the firewall target operational environment. A firewall
testing methodology is proposed, based on a formal model of networks that allows the test
engineer to model the network environment of the firewall system; to prove formally that the
topology of the network verifies the sufficient conditions for protection against attacks; and to
build test cases to verify that protections are actually in place.

In Lyu and Lau, (2000), firewall security and performance relationships are explored.
Experiments are conducted to classify firewall security into seven different levels and to
guantify their performance effects. These firewall security levels are formulated, designed,
implemented and tested under an experimental environment in which all tests are evaluated
and compared. Based on the test results, the effects of the various firewall security levels on
system performance with respect to transaction time and latency are measured and analyzed. It
is interesting to note that the intuitive belief that more security would result in degraded
performance does not always hold.

In addition, the Internet engineering task force (IETF) has examined Internet firewalls. RFC
2647 D. Newman (1999) extends the terminology used for benchmarking routers and switches
with definitions specific to firewalls. Forwarding rate and connection-oriented measurements
are the primary metrics used in the RFC. RFC 2979 N. Freed (2000) defines behavioral
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characteristics and interoperability requirements for Internet firewalls. The RFC observes, that
firewall behavior is often either unspecified or under-specified, and this lack of specificity often
causes problems in practice. Requirements specification makes the behavior of firewalls more
consistent across implementations and inline with accepted protocol practices.

H1: Information Security awareness (ISA) can have a favorable impact on firewall to be more
consistent across implementations.

H2: The specified firewall behavior can have a favorable impact on the success of security
management information system.

3.5Logic-Based Security

When two entities communicate to obtain a certain service(s), they must ensure secure end-to-
end communication. Systems do not provide efficient services without applying proper security
mechanism due to the existence of different types of attackers. Security can be defined through
a set of requirements that must be achieved by the communicating parties to communicate
securely and protect services from attackers.

Because of the importance of security for end-to-end communication, many secure protocols
have been proposed as will be discussed later in the paper. Some of these protocols had taken
prevention measures to stop attackers while others had taken the detection approaches. A way
to analyze these protocols is required to check if these protocols are secure as their designers
claim and to know which security requirements these protocols achieve. In this paper, we
propose a logic-based security architecture (LBSA) which is an easy, fast, and reliable way to
specify and analyze secure protocols.

Some security requirements, as defined by several standards such as ITU-T Recommendations
X.800 and X.805 (ITU-T 1991, ITU-T 2003), must be achieved to declare that a protocol is
secure. Using LBSA, a protocol can be tested to check which security requirements it achieves.
Several efforts have been done to utilize logic in such test (A. D. Rubin et.al 1994 - A. D. Rubin
1997), Utilizing LBSA, protocols can be tested to check if they achieve the security
requirements specified by their designers. This checking can be performed by analyzing the
protocol and applying appropriate actions and rules. If the rules are applied successfully we
conclude that their claim is true, otherwise it is false.

3.5.1 Studies on Logic Based Information Security System

The importance of security in providing successful services in any distributed system raises the
necessity of having formal way to analyze security protocols. Previous effort in using logic for
analyzing security is Rubin logic (A. D. Rubin et. al. 1994, A. D. Rubin 1997).

Rubin logic is an approach that specifies and analyzes non-monotonic cryptographic protocols.
It is one of the first approaches to allow reasoning about non-monotonic protocols (A. D. Rubin
et. al. 1994). In non-monotonic protocols, beliefs are changed during protocol execution time.
An example of non-monotonicity is the belief that a key must be changed when a node becomes
compromised. To achieve the protocol specification and analysis, Rubin logic defines global
and local sets, actions and inference rules.

Rubin and Honeyman (A. D. Rubin et. al. 1994) focused on authentication protocols. They
took KHAT protocol (A. D. Rubin et.al. 1993) as an example to discover its laws. KHAT
protocol was built to solve the problem of long running jobs in an authenticated environment
where a trusted server issues tickets with limited lifetimes for services. The authors gave special
attention to ensure the freshness of data using fresh nonce. The main problem they attempted
to solve is that principal B cannot achieve the belief that the session key with principal A is
fresh. Finally, the authors defined most of global and local sets that are use later in the literature.
Rubin (A. D. Rubin 1997) extended the work presented in (A. D. Rubin et. al. 1994) by adding
one set. Rubin (A. D. Rubin 1997) aimed to make sure that keys are observed by their intended
parties and data items are fresh, especially the public keys. Rubin (A. D. Rubin 1997) made
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link between certificates and requests which reveals weakness in Needham and Schroeder
public key protocol (R. M. Needham 1978).

Xu and Xie presented in a series of papers (Y. Xu et. al. 2008-Y. Xu et. al. 2008) the utilization
of Rubin logic in analyzing the security for specific protocols.

In (Y. Xu et. al. 2008), Xu and Xie extended the work presented in (A. D. Rubin 1997) to
analyze nonrepudiation in routing protocols proposed for wireless mobile ad hoc networks
(MANET). This work took ARAN (11) routing protocol to test nonrepudiation.

Xu and Xie (Y. Xu et. al. 2008) use the work presented in (Y. Xu et. al. 2008) to analyze
electronic commerce protocols and in (Y. Xu et. al. 2008) they have chosen Zhou-Gollmann
(J. Zhou 1996) protocol which is a simple and effective nonrepudiation protocol to illustrate
how an electronic commerce protocol is analyzed using the extended Rubin logic.

Two examples of Rubin logic’s applications are given by Xu and Xie in (Y. Xu et. al. 2008).
First example is the Andrew secure RPC (M. Satyanarayanan 1989) protocol using symmetric
keys. The second one is X.509 (ITU-T 2008) authentication protocol using asymmetric keys.
As can be illustrated from the above-related work, all attempts to utilize Rubin logic have either
focused on a specific requirement or a specific protocol. This paper proposes a logic-based
security architecture (LBSA) that presents a formal way to analyze any security requirement in
any system providing multihop communication. All sets, actions, and rules presented in
previous efforts are considered and generalized; new ones are added to complete the
architecture. After that, we illustrate how LBSA will be used to test security requirements and
issues in different security enforcers and protocols.

Fuzzy logic has been used in a wide variety of systems such as the automatic focus of digital
cameras (Yang WR, et.al. 2002), control and optimization of industrial processes and systems
(Lee CC. 1990), improving the efficiency of fuel-running engines (Lee S, et.al. 2004),
environmental improvement (d S C Boclin A 2006), expert systems (Yager RR,et.al. 2012),
robotics (Antonelli G,2007), vehicles and autonomous driving (Wang X et.al. 2015), computer
technology (Trillas E, et.al. 2015), Fuzzy databases (Galindo J.2008), artificial intelligence,
control systems for air conditioners, family appliances (Kolokotsa D.2011, Ciabattoni L, et.al.
2013), wireless sensor networks (Kolokotsa D.2011-Manjunatha P,et.al. 2008), and cellular
automata (Jaberi S, et.al. 2017-Tsompanas MAI et.al. 2018).

Concerning formal verification of loT systems, the authors in survey (Souri A, et.al. 2019)
present various works focused on verifying security properties (Bae WS 2019-Aktas MS et.al.
2019).

Input data in loT systems is usually collected from heterogeneous sensor devices that need
more interoperability since data values are based on proprietary formats. Similarly, 10T systems
can accumulate poor-quality data since events such as offset data, missing data, wrong time
stamps, and wrong attribute values can occur. Verifying the consistency of collected data has
traditionally used machine learning and point-based calibration algorithms. For instance,
authors in (Jiang H et.al. 2021) proposed a data consistency method based on neural networks
to reduce data errors by approximately 4%. However, this approach cannot interact in real-time
with end users since it verifies consistency before the system starts.

Logical data inconsistencies have also been studied in the description logic (DLs) setting
comprising a family of knowledge representation languages (Baader F et.al. 2004). The balance
between computational complexity and the expressiveness of DLs has allowed efficient
reasoning tools to be constructed. These tools have enabled the application of DLs in several
domains successfully (Baader F et.al 2003). Notably, the Web Ontology Language (OWL), a
standard for Web Semantics technologies, is based on DLs (Baader F, et.al. 2005). Fuzzy
extensions of DLs have also been developed (Bobillo F, 2008). These extensions have found
application in human activity modeling for ambient intelligence systems (Rodriguez ND,et.al.
2014), diabetes diagnosis systems (El-Sappagh S, et.al. 2015), and database systems (Morente-
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Molinera JA et.al 2015), to mention a few. Authors in (Reda R,2018) proposed a consistency
data representation for 10T healthcare systems, transforming health data obtained from
heterogeneous 10T devices into a semantic data model that supports logical reasoning using
OWL. Even when the authors used a logic reasoned, they only focused on creating a unified
static data model in which new rules cannot be introduced on running time. In (Bamgboye
0,2019), the authors proposed a reasoning framework to guarantee the consistency of the data
stream produced by physical sensors in smart spaces. However, this framework does not
interact with end users.

H3: Information Security awareness (ISA) can have a favorable impact on logic based security
implementations

H4: The logic based security implementations can have a favorable impact on the success of
security management information system.

3.6Problem of Deleted Data

Data are valuable nowadays and if are lost, may cause a negative impact on the organization
financial costs and time to regain it, so protecting important data, are required efficient
countermeasures. During this decade cloud computing has become a new technological option
to provide services and cloud providers are gaining even more popularity due to the increasing
amount of data. The expanded usage of cloud computing services increment the need of more
storage, backup and recovery.

Backup is defined as a duplication of any data, file, application and operating system that can
be used in case of a data loss or restoration, while recovery is the set of techniques used to
collect data from any backup server, when data are previously lost from the server or invalid
to use.

Disasters effect both the client and the cloud side, hence it is crucial to have a disaster recovery
plan. As it is mentioned by (A. Arul Mary, K. Chitra (2019) when “disaster happens in customer
side means backup will be stored in the cloud, but disaster happens in the cloud means data
will be lost. So, disaster recovery process is urgently needed. But quality and security are the
key issues in the information recovery process” Tyagi et al (2019).

Even though there are still many technological gaps, for many organizations, cloud computing
is a flexible, cost- effectively, reliable and scalable solution to provide a safe data backup and
recovery. The organizations must identify the major probable failures that can cause a disaster
for them, and then prepare a disaster recovery plan (DRP) and data backup.

DRP is a document that prepares and helps organizations to protect and prevent damages from
a disaster. This plan usually addresses any type of disaster, however, it is customized based on
the needs of the organization where the most important elements included are related to
identifying and assessing disaster risks and determine the critical applications and resources.
As we know, most of the data and applications are found and stored digitally. The risk of data
loss is relatively high regardless of the cloud environment, provider, services, or architecture.
No matter if the data are stored in a Public or Private Cloud, data can still be corrupted at any
stage. Therefore, to maintain the data safety, control, and accessibility it is required a strategy,
including a backup and disaster recovery plan.

3.6.1 DATA RECOVERY

Data recovery is the process in which corrupted, lost or damaged data is recovered or retrieved
from storage devices. This method is used when the data is inaccessible by normal means i.e.
either the data inside is corrupted or completely formatted, or when the storage device is
damaged and the method is used on devices like SD Cards, Hard Disks (Internal and External),
SSD Devices, CDs and DVDs, and any other storage device D Drives (2017)

3.6.2 Studies on Recovery of Deleted Data
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In correspondence with Bardis et al (2017)concludes that data recovery services must ensure
high data reliability and flexibility through an effective and practical data recovery plan that
sustain growth for any organization. According to the authors, the most critical issues relevant
to data recovery in cloud computing focus on cloud data storage, cost, security, lack of latency
and redundancy. Different strategies attempt to manage the data recovery process. They also
highlighted that natural and manmade disasters can result in costly service interruptions.

In the literature survey of Faria et al (2019) they found many techniques that have their unique
ways to create backup and recovery. The experimental results, done by Zhong& Xiang (2012),
shows that many organizations and companies have utilized disaster recovery solutions to
minimize the downtime and data loss incurred when catastrophes take place. All these
approaches aim to provide the best performance.

Organizations are subjected to hazards that might interrupt options. From the point of Service
Provider, client satisfaction is among the major objective, while from the business aspect,
recovery means being able to perform business functions without affecting continuity. Data
recovery services should assist business continuity, enabling applications to quickly come back
online after a disaster happens (Alshammari et al. 2017).

A paper by (Suguna et.al.2014) states that organizations generate a lot of helpful information
electronically in the modern world. This data needs to be saved in a secure place. Data recovery
and backup issues are becoming very popular in networks nowadays. Due to the increase in
data creation, the value of its safety is increasing every day. To meet goal recovery objectives
in the modern world, business organizations require a proper backup plan at an affordable cost.
Organizations must assess the likelihood of disasters and their potential implications.
Supporting data is necessary for resistance against significant failures; in many cases, keeping
backup information is regulated by law. The main objective of this paper is to show different
cloud solutions that can help people and organizations manage their data. The comments in this
article can be used to weigh the various options. To generate specifications, the application
should first be investigated in terms of computational requirements and RTO. It is necessary to
collect sufficient data to create construction models that will eventually allow the problem to
be set up as a mathematical optimization. It is possible to create a model that links RTO and
cost. According to some studies, the relationship between RTO and cost is non-linear.
Another paper written by (Singhet. al. 2012) says that nowadays, data acts as fuel for different
organizations. There is a lot of important information created by companies every day, so it is
essential to save this information in a secure place. Therefore, we have different cloud
platforms to do this job for us. Cloud platforms provide various organizations and infrastructure
where they can store and play with their data. This makes the cloud a safe place for
organizations. Due to the creation of a lot of data, the demand for an efficient technique is
increasing to secure and manage company data. Many different strategies have been offered so
far to attain this goal. We look at some current strategies in the form of disaster recovery
techniques and online data backup in this review paper. This review article aims to compile a
list of the most effective data backup and recovery solutions utilized in the cloud computing
area. Of all the solutions examined in this research, the PCS is the most trustworthy solution
because it protects each resource’s privacy and costs very low.

The study by (Baginda et al. 2018) claims that the application’s accessibility is incomparable.
So, the application should be available twenty-four hours a day, seven days a week. The
response time should be a blink of an eye because even for a single minute if the application is
not investigated, this can cost the company’s reputation and create substantial business
problems. Now big organizations require cloud service providers to duplicate their
infrastructure to make service available every time. Also, cloud providers are now providing
data recovery services to help businesses recover their systems in the event of a disaster and
maintain business stability. Many companies are still unsure which service will best fit their
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needs. RPO and RTO are two critical indicators for efficient data recovery. This paper focuses
on the creation and implementation of two clouds and compares two parameters between them.
In prior studies, prices, infrastructure, management, location, and other variables were used to
compare data recovery providers. There is no way to measure disaster recovery between cloud
service providers. Therefore, an implementation strategy is introduced in this research.
Security is the most important factor to consider when choosing a cloud storage provider
because cloud storage is the location for data, and three aspects of data security must be met.
The cloud can be used as storage. The cloud should be checked and appropriately studied before
trusting it completely. As time passes, innovations keep taking place. Now, numerous cloud
and storage options are available for managing your profile and data online. Clouds ensure that
your data is safe and secure over the internet.” Companies that provide high-end encrypted and
safe storage, Google Drive and Dropbox, estimate that 15% of commercial Cloud users have
experienced hacking.(Agus et al 2019) ”Speaking about its security and privacy policies,
Google states, "Our committed security team includes some of the world's best specialists in
information security, application security, encryption, and network security. They also
mentioned that the workers are well trained for the type of work they do. To give its customers
the best experience possible, Google Cloud has cultivated a tight connection with the security
research community. Google Cloud's team engages in ongoing research in an effort to enhance
its facilities over time. Our committed privacy team provides support for internal privacy
efforts aimed at enhancing privacy infrastructure, internal tools, products, and crucial
procedures. (Saleem et al 2020).

One major concern is the possibility of overwriting a file on the cloud and forgetting to erase
it. Data assurance, often known as cloud security, guarantees that your file is deleted entirely
from the cloud. Each backup version was usually generated for the preceding version. If a file
exists in more than one version, it is typical to store only one copy of it. Before entrusting the
cloud with their files and data, an individual should properly investigate the cloud and its
policies. Sarwar et al (2019) Hussain (2021) One of the most important problems in cloud
computing environments is data backup and recovery, and there is a constant need for workable
methods of doing so. In order to guarantee availability and dependability in the cloud, fault
tolerance is a serious concern. When the server cannot provide the users with the data or when
the data has been lost as a result of one of various failure scenarios, the data recovery
procedures are employed to recover the data from the backup server. Examples of cloud
computing problems (hardware failure, application failure, etc.), their fixes (proactively
tolerant of faults, dynamic clustering, etc.), and administrative tools and techniques (seeded
block algorithm, parity cloud, etc.) were covered in this study. L. Saleh (2020).

Cloud computing appeals to information technology specialists since it combines multiple
developing technologies. In addition, a multi-server solution based on enriched genetic
algorithms uses four cloud backup servers to restore lost data. The suggested method allows
the user to obtain data from any backup server in order to ensure dependability in the event that
the primary cloud server fails and is unable to provide users with data. P. S. Challagidad et al
(2017). In the event of hardware or software failure, downtime can be reduced by using a
method known as disaster recovery. Business continuity is an essential requirement for most
businesses. The scholarly literature on cloud computing, catastrophe recovery, and business
continuity was examined in this study. The study on cloud computing, disaster recovery, and
business continuity was methodically reviewed before a literature search using multiple
electronic databases was conducted. However, a thorough grasp of the aforementioned
professions' tenets as well as any potential benefits or issues will be beneficial to the
information technology industry.(Matar and Fakhri 2016).

Alzahrani et al. (2022) presented an architecture that emphasizes recovery and dependability
while combining the advantages of erasure coding and replication to create the best storage
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solution. In order to validate the data model and provide dynamic structure construction in the
future, learning and training techniques were developed.

H5: Information Security awareness (ISA) about safe data backup and recovery can have a
favorable impact on the recovery of deleted data.

H6: An effective and practical data recovery plan to recover corrupted, lost, damaged or
deleted data can positively affect the security management information's success.system.

4. CONCEPTUAL FRAMEWORK

Firewall Security

: Success of
Information Security | gy Logic B;_atsed Security Management
Awareness ) Information System

Problem of Deleted
data recovery

Figure 1: Conceptual model proposed assessing the relationship among ‘Information Security
awareness (ISA)’, Firewall security, Logic based security, Problem of deleted data recovery
and success of security management information system.

6. CONCLUSION

An in-depth literature review was under taken to identify the factors influencing the success of
information security management system. This study created six hypotheses to look into the
relationship among ‘Information Security awareness (ISA)’, Firewall security, Logic based
security, Problem of deleted data recovery and success of security management information
system. A conceptual model has been proposed assessing the relationship among ‘Information
Security awareness (ISA)’, Firewall security, Logic based security, Problem of deleted data
recovery and success of security management information system.
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